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Abstract

This document provides thgystem desigrelated to SESAR ER project SlotMachmpatrticular, this
deliverable describes the architecture and main components of the SlotMachine system as well as the
interfaces for the componestand theinteraction between componentsThe SlotMachine systein

based ora serviceoriented architecture, each componentmaing in its own container and providing

a REST interfacelhe system design proposed in this document serves as the basis dor th
implementation but will be subject to change during the development process. Some details require
further research and expernentation before a final decision regarding the design options can be
made. It is recommended to read this deliverabldter D2.3 ¢ Business Conceptand D2.1 ¢
Requirements Specification.
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1 Introduction

1.1 Purpose of the document
The purpose of this document is to derive a system defsmn the requirementsspecfied in D2.1¢
Reqlirements Specification.

This document covers the overatchitectureand deailed description of functional components and
their interworking. Additionallythis documentdescribes how to validatine proposeddesign through
endto-endtestsbased on senarios from D2.X Requirements Specification.

The SysterDesign addresesK Showg¢ 2 F {f 2Gal OKAYS FyR LINRLRA&ASA O
that are used for subsequertaluation The proposed design, hower, may be adapted in theourse

of the aglie developmentmethod duringdemonstrator implementation.Furthermore, somedesign

choices are still subject to change based on experimentation when the components have been
implemented as a first version

1.2 Intendedreadership

The target grop for this documenis the SlotMachine project team with a special foca&é&D related
topics. This document alsprovides input for the Advisory Board to describe detailed specification
assetsand, beyond the projectproduct managers andgsystem architets can use the contd of this
document as a basis for implementation afudther developnent.

1.3 Background

This document took references from the TS (Technical Specification) document structure and provides
a comprehensive overvieabout desijn and verificdon of the plannedsolution.

1.4 Structure of the documentind relation toother deliverabks

Thegeneralstructure of this document is as follows.

1 Chapterl (this section) It provides a general idea t¢iie entire document. It inludes the
purpose,readership, inputs from other projects, component pase and higHevel owerview
and acronyms useith the document,

Chapter2 provides an overview of the SlotMachiegstem at a conceptualvel,

Chapter3 givesdescribeghe SlotMachine systenf daincompaments

Chapter4 specifieghe interfacesof the components

Chapter5 providessequence diagrams that phain the inteactions between the components,
Chapter6 documents the approachfor implementationand verifying project progress

Chapter7 concludes this document,

=A =/ =4 =4 =4 4

Chapter8lists all refereced documents

1 Appendix Aists and defies séected terms used in the document.
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This document relates to the other deliverables of the SlotMachine project as follows.

1 D2.1¢ Requiements SpecificatiofiL]: The requirements are the foundation for tipeoposed
designin this document; the design refers to the requirements in D2.1.

I D2.3¢ Business Concep}2]: More details onoperational background, ggoyment options,
and market mechanisms can be found in D3.2.

1 D3.2¢ Spedication of the PrivacyEngine componer8]: The Privacy Engine and related
components (MPC Nodes and Credit Handling) aserdeed in further detailn D3.2.

1 DA4.2¢ Spedication of the Evolutionary Algorithid]: The Heuristic Optimizer is described in
further detail in D4.2.

1 D5.1¢ SlotMachine Platform Demonstrati]: The platform demonstri@r will integrate he
individual components for evaluation.
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2 Overview

In case of reducedapaciy of the air traffic network, the Network Manager (NM) initiates a regulation,

which typically causes flight delay. case of a regation, the conventional aproach to replannirg

the departure times of flights is to follow therinciple of & ¥ Aplbdied, firstda SNIISRE @ C2NJ | A
users,however,different flights may have different prioritiedue to the individual cost structures o

different flights The $tMachine system viliallow airspace users to submit preferences reljay the
departuretimes of individual flights, which are then considered during an optimization session that

aims to find a globally optimal flight list. Wefer to D2.3; Business Geepts[2] for more information

on the opeational and econoric bad&ground

Network Manager SlotMachine Airspace User1..n/

Airport
nnounce ight List
DA FPFS Flight L
Regulation Public Flight Data
(OptimizationRun \

(4) Evolutionary Optimization

(4a) Generate
Flight Lists
Fitness of
Flight Lis
(4b) Evaluate
Flight Lists

(6) Propose Flight
Lists to NM

ibili w /~ Accepted (8) Update Credit
proposed flight lists ( Flight Lis Credit Wallets Transfer. j
Non-confidential Confidential Non-privacy- Privacy- — > —
data data preserving activity preserving activity output input

Figurel. Conceptual representation of the flow of a SlotMachine optiratzon run

(2) Announce
Optimization
Run

FPFS Flight List
Public Flight Data

Y

(3) Elicit
Preferences

(5) Review
Proposed Fligh
Lists

From a conceptuaperspective, thelbw of a SlotMachine optimization run is &dlows Figurel).
Once the network manager announces a regulation, the SlotMachine system retrieves the new first
planned firstserved (FPF) flight list and any neconfidential data elated to the flights affected by
the regulation. TheSlotMachine syem then initiates an optimization run for the regulation. The
SlotMachine system may conduct multigptimizationruns per regulation, schie optimization run
may only involve a subsetf the flights affected by the regulatiohe airspee usergand pasiblythe
airport) are notified about the regulation and receive a flight list the time segment that the
optimization run covers. Therapace users (and possilthe airport) then dicit preferences regarding
the prioritization of theflights that ae affected by the regulation. The preferences are confidential
and therefore submitted in encrypted form; the activities processing the pegfees are privacy
presening.Following the sbmission of the preferences by the airspace usdis SlotMachineystem
conducts an evolutionary optimizationn to find optimized candidate flight lists. The optimization run
is an evolutionary process thaonsists of finding a gmlation of flight Ists and evaluating the flight
Founding Members 7
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lists. Evaluation ofhe flight listsin a pppulation of flight lists is a privagyreserving activity, employing
(secure) multiparty computation to compute fithess values for greposed flight lists. Aér the
evolutionaryoptimization run has finishedhe best candidate ight lists are sbmitted to the airspace

users and the airport for review. The airspace users and airport may reject individual solutions. The
acceptable cadidate flight lists are mposed to the Netwdk ManagerThe Network Manager checks

the proposed iB K (i f Abdity, 8hQosek & flight list, and communicates the accepted flight list back
to the SlotMachine system, which relays the accepted fligititback to airspace useemd airport

before ypdating the credit wallets if a crediased market rachanism is use@seeD2.3¢ Business
Conceptq2]).

2.1 Component Overview

Figure2 gives an overview okt S { f 2 ( a I O K AirycBmpan@nisiing wdfvidual ¥dmponents
will beimplemented asserviceghat run in sepeate mntainers.Microservice desigis used for best
portability, allowingfor the components to be easily run in cloud environments.

The hghlevel data flow throughthe different compaments is as followsNote that due to space
consideraions, for the ake ofcomprehensibility, not all the proposed interie&and components are
represented inFigure2. We refer toChapter 3 for more cetails on the component{Chapter4 for a
more detailed description of the interfacesind Chapteb for sequence diagrams of the interaction
between thecomponents.

1. The main compoent is the Controller, whichmanagesthe optimization run The Controlle
regularly cheks with the Network Management FunctigfhlMF)which regulations have been
issued and, if a regulation has indeed been issued, retrievessthef lflights affected byhe
regulation.TheNMF is the component that realizes the functionalitgt is currenty assimed
by the Network Manager.

2. The Controllethen notifies the airspace users and the airport of a regulation.

3. The Airspace Useomponeit consists, on the one Inal, of a webbased ser interface (AU
web app) that allows representatigeto login and sibmit preferences regardingan
optimizationrun. On the other hand, the Airspace User component consistsREST interface
for interaction with the Controller (AU RET) The Controllersubmits notifications of
regulations only to AU compents thatregigered for notifications ofa certainregulationtype
(ARRIVAL, DEPARTURE or EN ROUTE) on a specifimatrpbdwn inFigure2). Note that
an operative systermould also have to provide an Airport cooment, thedevelopment of
whichwill be derived from the AU component.

4. After receiving the notification about a regulatiomet AUweb apploadsthe flight listfor the
airspace useanddisplaysthe flightsin alistin the user interface (Ul)The Ul ats showsthe
cut-off time, i.e., the timewhen the next optimization run is schedutagp tothe cutoff time
the AU is able to push preferencesgarding the optimizabn of the flight list

5. The airspace userepresentativecan enterfor each flighta timewished atime not before
andatime not after, which are also referred to as margins, as well psaaity.

6. The AU REST component translates the margins and igtypinto a set of weigts/utilities
(see a0 D2.3¢ Business Concepf2]) following a onfigurable, airlinespecific ruleset. The
weights areencrypted for privacy reasons and forwarded to the Controller

Founding Members 8
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7. After reaching tle cut-off time, the Contrdler forwardsthe preferencedo the Privacy Enge
where the solutiongo the flight proritization problem (optimized flight listgre evaluated

8. The Heuristic Optimizer component looks for better solutions to the flight pidation
problem in an iteative way submitting the solutions found in & iteration step to théivacy
Engine ér evduation.

9. The Privacy Engine does not decrypt the submitted preferences of the airspace users but
employs multiple MPC nodes, which au& independently from th&lotMachine systeng.g.,
by airspace users tineselves, to evaluate thitight lists found bythe Heuristic Optimizer.

10. Whenthe optimization run has concluded, the Controller forwards a set of optimized flight
lists to theto the Airspace Usecomponent.The solutionsre presentd on the AU web app
for evaluation.

11. Theairspae user has the pssiblity to rejectone or more solutions.

12. The acceptable flight lists, i.e., those that are not rejected by anyargesibmitted to the
NMPF, which takes the decisivaboutwhich of theproposedsolutions is accepd.

13. The accepted solutiowill be commuricated to the Controller by the NMF. The Controller
notifies the AU component (and the Airport component) of the new flight list.

14. The Contrder, together with a CretiManagement componat and the PrivacyEngine
updates the credit walletsransactions & alsorecorded in a blockchain.

In this project, we implement the different components as services. A sewovierted architecture is
commam-place in systems develapent, particularly m air traffic management (cf. System Wide
Information Management). Mest conrponents will be implementedsing a microservice architecture
based on the RESTful web service parad&jmrhe advantage of sucim architecture is tht it can be
easily run in a cloud environmerand allows for horizomal saling through parallelizatn and
distributed computationsee requirements port d3 and rel_1 in D2.[1]).

D2.3¢ Business Concé&p[2] proposes different market mechanisnihe mechanismNdl isbased on
utilities expressd in realworld currency, e.g., euros. In SM1, no credit management is necessary but
other clearing optionswould have to be investigad. The mechanismM& replaces realvorld
currency with credits. The mbeanism SM2 is lsd oncombinatorial auctionsand also employs
credits. In both cases, however, different interfaces would be required.

Founding Members 9
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Figure2. Main componentsand interfaesinvolved in the flightprioritization process
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2.2 Demonstrator Iterations

During the lifetime of the project alemonstrator to demonstrate, evaluate, and compare certain

functions will be developed according to B2mplementation Use Case dza A Yy 3  épgroashii S NI { A ¢
which means functionalities and compents will be added ste by ¢ep. The identified requirements

will guide the implementation of differerdemonstratorswhich are developed iteratively. Ideally the

final iteration should sasfy all identified equirements. However, part of the project is find out

whether the reuirements can be satisfied aSlotMachine implementation or whether they are even
necessary. In particular, we will develop the follogviterations of thedemonstrator:

1. The firsténon-privacy-preserving version(planned for @tober 2021)of the demonstrator
will cover initial demonstration of submitting preferences by AUs (via thewgbsappthrough
the Controller to the Optimizer) and optiming a flightlist to discuss first resultsThis
demonstrator involves basianplementation of following components:

AUwebapp and ALREST

Controller

Network Management Function (NMF)
HeuristicOptimizer

Dashboard

O O O O O

A variant of the nowprivacypreservingdemonstrator will use the Prigcy Engine component
and MPC Nodes usinghan-privagy-preserving configuration of thosemponents.

2. In the 2nd iteration (planned forFebruary2022)of the demonstrator, privacy-preserving
mechanisms will be added through the Ry Engine (incl. MPC najeand eneto-end
encryption between AU a@nts ard MPC nodes; a Dashboard providan overview and
aggregated insights over the optimizations performed by the compondmtisdemonstrator
involves basic implementation of followimgmponents:

AUweb app ad AUREST
Controller

NMF

Heuristic Optimize
Privacy Engine

MPC Nodes

Dashboard

O O O 0O 0O o o

3. In the 3rd verson (planned forMay 2022) secure, and traceable credit handlingill be
provided through blockchain technology to allow greater ity and more options fo
airlines participéing in the marketplaceIn this state all mentionedcomponents willbe
involved.

4. Afterwards thedemonstrator is iteratively improved based deedback from Advisory Boards'{2
Advisory Board in March 2022/ 3Advisory Board in Summer 2R) and evaluating arious
datasets (good ases, bad cases, reabrld cases) and deployent senarios(as described in
D2.3¢ Business Concepts, Section 4.5).

Founding Members 11
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3 Functional Components

In the following, we briefly describe the propscomponents for the Slbtachine systemWe refer
to Chapter5 for more detailed infomationon the information flow between the componentg/e link
the components to the relevant requirements from DZ;1Requirements Specifian [1]. An
evduation of the fulfilment of the requirements will bepart of D5.1 ¢ SlotMachine Platform
Demonstrator[5]. We refer to D3.2¢ Specification of the Privadgngine Componer8] for more
details onthe Privacy Engine artie MPC nodes as well as credit management. idfer to D4.2¢
Specification of Evolutionary Algorithi#) for more details on the Heuristic Optimizer.

3.1 Airspace Use(AU)

Relevant equirements: locl¢2, usab 1¢6, usab_7, priv7, sm_1, au_d7

The Airspace Us¢AU)comporent consists otwo subcomponentsThe AJweb application (webapp)
and theAUREST Endpoint. Tiebappprovides basic functionality f@ndusers (AU representatives)
to manageparticipaion in the SloMachineoptimization run,i.e., functionality for lo, registration
for regulation for a spdfic airport, getting the current flight list for a regulatiorsubmitting AU
preferences of slotor flights in form of magins and piorities, and informing AUsabou upcoming
optimization runs, and the confirmed optimized flight list after the optimization runForthose
interactions with the SlotMachine system, the AU webapp usefuhetionalities the AUvebapp uses
a RES endpoint (AU RESTThisAURESEomponer couldalso be used bAUs to plugn their ovn
modules that automatically derive and submit slot preferences per fiighhe future

Theuser interface (Uljlesign and implementatiowill be conductedasan iterative pracess in close
collaboration wih the representatives 08WISSwhose knowledg of the preferences of prospective
users and insights into the current processes regarding flight prioritization will help shape the
appearance of the Ul.

WhichdefinA (i A 2 ¥ 2 igtéken intd consideratiorfor slot optimizationdependson thetype ofthe
currently activeregulation.

9 Fordeparture regulatiors a slotis aflightQ @alculated takeoff time (CTOT.

1 Forarrival regulatiorsthe slot isthe ¥ £ A 8TOWCIRe departure ajport plusthe estimated
elapsedtime (EET) on arrivalat the destinaiton airport, i.e., the arrival time at destination.

I Forenrouteregulatiorsthe relevant time slot for the respective regulation is caloedbbased
on the estimaed elapsed time (EETYded to the previous wapoint of the flight; en route
regulations ag¢ outdde the scope of thigroject.

3.2 Network Management Function (NMF)

Relevant requirementport_1-3, rel_1-4, priv_15co_23, nm_X2

The Network Managemst Function component simulats EUROCONTR®Network Manager(see
[7]) within the SlotMachine projecind is a service for providingitial slot configuratios. The NMF
alsoacceps or denies thalotrearrangementsfound by the SlotMahine optimizationun, publishing

Founding Members 12
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the findly acceptedsolution toa flight prioritization prablem. TheNMFcomponent interacts with the
{ £ 2 {al QdtkoyleBcOniponent(see Section3.3) and implements the élwork Manayer B2B
interfaceto provide realstic test data (se&ection6.1 for furtherinformationon the test setup.

The data format for the initial slot configuration is based dahe FlightListByAerodromesquestand
reply format as specified in the NM BdBterface (Edtion No. 25.0.0.7.142om 08/09/2021), which
isdescribedin Figure3 and Figure4, respectively

FhightListByLocationRequest

endUserld : String

sendTime : DateTimeSecond

dataset : Dataset
includeProposalFlights : boolean
includeForecastFlights : boolean
trafficType : TrafficType

trafficWindow : DateTimeMinutePeriod

worstLoadStateAtReferenceLocationType : CountsCalculationType
compareWithOtherTrafficType : TrafficType

requestedFlightfields : FlightReld[]

countsinterval : Countsinterval

aircraftOperators : AircraftOperatoriCAOId[]
includeinvisibleFlights : boolean

T

erodromeRole
1.1

«enumeration»
AerodromeRole

DEPARTURE
ARRIVAL
BOTH

Figure3. FligthListByAerodromeRequestassdiagram|[7]

FlightListReplyData
flights : FlightQrFlightPlan[]

T

FlightListByLocationReplyData

effectiveTrafficWindow : DateTimeMinutePeriod

da
0.1

I FlightListByAerodromeReplyData |

Figure4. HigthListByAerodromeRely classdiagram[7]
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3.3 Caotroller

Relevant requirementso_1c8, ho 24, ho_8, au_2fair_4, sm_X4

The Controller is the central component of the SlotMachigsteam. The Controller haihes the
SlotMachine systerQ & O 2 Y Y dayith Ghle (AW/Ringort components as well as thBIMF
component. First the Controller relays informatioregardingthe regulations from the NMF to the
AU/Airport componentinstances The AUAIrport instances registewith the Controllerfor updates
regardingnewly issied regulations of a certain kind (oarture, arrival, en route) for a particular
airport and may then obtain the flight list issued by the NMF, including additional informaliount
the flights, as weks information abotithe next optimizatiorrun to be conducted by the SlotMachine
systan.Se@ Y R (KS /2y (iNRff SNJ O2ffSOGa GKS IANRLI OS
initiates an optimization rurin orderto be able to conduct aaptimization run ima privacypreserving
manner, the Controller also configures the PraxaEngne for use by the Heuristic Optimizéee
Section3.4) during an optimization run

When initiating an optnization run,the Controler relays the AU/Aport preferences to tk Heuristic
Optimizer After the Heuristic Ojithizerhas finished running an optimization, the Controlbetlects

the result ofthe optimization run from the Heuristic Optimizerhe resilt of an optimzation rung a
ranked list ofoptimized flight listsg are the candidates for replacing the currdiight list and are
communicated to the AUs and the Airport. All candidate flight lists that are not vetoed by AUs and
Airport are acceptal@l solutions; te Controlle collects the vetos. After a specified rie, the
Controller submits the ranked acceptabie., not vetoed, candidatdlight lists to the NMF for
confirmation. The NMF returns the finally accepfight listto the Controllerwhich communicates

the new flight list to participating AUs and Airprt. Once a new flight list has been acceptadthe

NMF, the Controller takes care of updating the credit wallets via the Credit Management component
(see Sectior3.10).

3.4 Heuristic Optmizer

Relevant requements:ho_1¢9, perf_Ic4, perf_6

The Heuristic Optimizer is the compentthat searchedor better flight lists with respect to thinitial
flight list giventhe preferences submitted to the SlotMachine systdiy the airspace userdhe
Heuristic Optimize employs an evolutiong algorithm to find solutions to the flightrjoritization
problem. The prime candidate type of evolutionary algorithm considered for the implementation of
the Heuristic Optimizer is thgenetic algorithm (see D#¢ Report on Statef the Art of Relevant
Conceptd8]). We rekr to D4.2¢ Specification of Evolutionary Algorithi#] for more details on the
implementation of the ewlutionary algorithm.

Intuitively, the Heurist Optimizer generates & LJ2 LJdzf F G A2y ¢ 2F OF ylighh Rl G S
prioritization problem, i.e., a set of flight lists, in each iteration st€pe Heuristic Optimizer then
submits the population of catidate solutions to the Rracy Engine for eWaation (see SectioB.7).

Each flight Bt canbe evaluated using a fitness function that returns a fithess value that allows to judge
how good a solution is with respect to the feeences submitted by thairspace users. Therivacy

Engine ranks thsolutions in the population by fithess valaad returns a maximungand possiblya
minimum fitness valugfor the population. The Privacy Engine, ideally, does not return absolutsgitne
values for each flighist because that wold albw a curious pldorm provider to log the fitness values
andinfertKS | ANBRLI OS dzaSNEQ LINBFSNByOSao
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The design of the Heuristic Optimizer aims at allowing to find an acceptable solution to the flight
prioritization problem withirthe given time windw. Herce, one guideliafor the development of the
Heuristic Optimier will be the support for parallelization as well as the possibility to abort optimization
runs at any time while still being able to obtaualid results from abortgé optimization runs.
Implementation as gengc algorithm allows for such an implementatio

3.5 Airport

Relevantequirementsioc_1¢2, usab_ &6, usab 7, priv_7,sm_1, a7l

The implementation of the Airport componeistoutside thescope of the project andhtus rot planned
for the SlotMachine émonstator. In an actually deployed SlotMachine ®m, however, airports
should have an interface as well in order for stayingtaydate regarding the optimization runs,
possibly even subntihg preferencesfor flight prioritizations themsdves. The Airport @anponent
would be derived from the AU compongrfollowing the same general architectusgith a REST
interface for interaction with the Controller on the one hand and a user interfaexpert system on
the otherhand for elicitinghe preferences regardi flight prioritization.

3.6 Dashboard

Relevantrequirements:db_1

The Dashboardcomponentprovides public ggregated information abougvaluated and confirmed
optimizationsas well asspernt and earnedcredits. The ashboardcomponent onsists of a public
dashboard and an airlinespecific private dashbed. The public dashboard does not provide any
detailedairline-specific dataThe privatedashboard on the other hand, ia secured/protecte area
for airlinesto show AUspedfic detaik. In case of the pulilidashboard, datdor aggregation and
displayare merely collected from the Controllecomponent. The data for the private dashboard will
have to be collected by the airspace users thelvess

During the implemerdtion and testing plase of the SlotMachingroject, another area of the
Dashboard is thelevelgppment area where developers caee detailsabout optimization rurs and
results.The Dashboardomponentitself will be implemented/cofiguredusingan iterativeapproach
together with representatives fron SWISS

On the publidashboard thefollowing datawill be displayedn order to give an overview of the activity
on the SlotMachine platform

A Average nmber ofswappedflights per optimizationrun

A Totalnumberof credits earnedthrough optimization runs

A Total umber ofoptimizationruns

A Ratiobetween regcted solutions and found solutions by optimization runs
A Average nmber offlights per optimizationrun

The technical realization of ¢hprivate dashboard stileeds to be investigted. A particular chinge
is to keep the private information aldaddenfrom the SlotMachine system to improve stakeholder
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acceptance. For the private dashboarthetfollowing detailed slot sapping informdion will be
displayed(subjed to revision ifduring the Advisory Bawd and Ul design sessions with SWISS difteren
preferences emerge)

A Airspace Usetthe user that maintained the flight optimization
Aerodrome of Departure

Aerodrome of Destination

Thetype of the regulation thelight belongs to
Theunique identifier of he flight

Theestimated flight time(estimatedelapsed time, EET)
Theinitial estimatedtake-off time

Thepriority set by theairspaceuser

The timenot before set by theairspaceuser

The timenot after set by the airspaceuser

Thetime wishedset by theairspaceuser

Thecredits spendéarned for a pecific flight swap

o Do B» o Do o I Do I» o Do I»

The hitial CTODefore the svap

™

The rew CTOTG & f) & ibutcome of th@ptimization run

Figure 5 gives a conceptualverview of the data flav to the dashboard. A eiric data collector receives
metric data from multiple providers. The collected metric dataeathe input for generating
visualizations, which are then displayed in the dashboard.

M atrie Nata ‘ .

Matrin Data | Metric Data Metric Data

U J Metrlc_Data l:> Collector | :> Visualization
Provider ‘

Figure 5. Overview of tre data flow to the dashoard
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3.7 Privacy Engine

Relevant requirementge 1¢17,rel 7, priv_8, ho &, mpc_3, mpc_5

The PrivacyEngine (PEpomponentassiststhe Heuristic Optimizerto find optimal solutions fothe
flight prioritization poblem. In particular the PEis responsibleor the generation of rankings for
suggestedsolution to the flight prioritization proldm based on theprivate inpus submitted by the
AUs. The PHeverages multiparty computatiofMIPC)to conduct therankingof the solutionsin a
privacypreserving maner, i.e., by computing@ @S NJ (i é6&yptedingutata, which arghereby
kept confidential The basic technologies used in the PE have been describ&dlif9] and a detailed
specification of the omponent is given iD31 [3].

The PE component is central tothe managenent of the involvement ofthe MPC nodes(see
Section3.8) and for the computaton of the privacypreserving rankingsas pat of the optimization
runs. To this end, he PEexposes an eadp-useRESTnterface for theHeuristicOptimizerbut prevents
the SlotMachinegfrom access to any sensitive information. A Righel overviewof the interaction
between Contoller, Heuristic Ofimizer, PE, and MPC des isshown inFigure6. The AUs submit
encrypted preferences to the Controller of the SlotMachine systeirich forwards the encrypted
preferences to the PrivgcEngine. The Heuristic @pizer finds new shtions, which are serib the
PE for evaluation. Based on the evaioa resuts returned by the PE, the Heuristic Optimizer revises
the solutions (flight lists). The optimization run is an iterative proc&€ks. PE employs MPC nodes,
which are outside ahe SlotMachine systepto perform the privacypreserving evaluatioof the flight
lists submitted by the Heuristic Optimizer.

: ey
i SlotMachine System 10o1
Preferences
I

Airspace
oAl - | User
1o @3 Controller noAoN

Preferences \ @3
Initial Public A ) Preferences
Flight List y Data et \
B X
g r.én Heuristic Optimizer Airspace
g =) C;.E. (Evolutionary Algorithm) User
) . B A Evaluated
Flight Llstsv @ Iteration Flight Lists
110011
110011 HOR x
10 @ (1]} Privacy Engine Preferences| %
10 0ol Airspace
User
A A *
¥ y R\

o 3 Q?a Q%

MPC Node MPC Node MPC Node

Figure6. Interaction between Privacy Engine and Hestic Optimizer as wkas MPC nodes
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In addtion to the coreevaluationserviceoffered within PE a dedicated encoding service is also
provided Itis responsible for the clierdideencoding of the AU private input$he encodingervice
can beeither usa as a service orsbrun locally by AUs

3.8 MPC Nods

Relevant requirementsapc_X17, pe 10c11

To achieve highest security standards in SlotMachine we use cryptographic techniques for both, to
protect business secrets and to erl@lransparency in the st@n. To protect busiess secrets of
airlines which are necessary for the platform to eqate ard optimize slot usage we are using
multiparty computation (MPC)among others. This enables us to keep all sensitive information
encryped in the system duringstentire life cyclei.e.,to even proces in encrypted form. This will
significanty reducethe attack surface of the SlotMachisgstemand givesbest prevention from data
leakage, even fromunintentional leakage othe platform operator due to miscofiguration or
unknown software bugsAdditionally, protecting input dataof competingairlinesalsoforces honest
bidding and prioritization of flights inthe optimization process and prevents from collusion or bid
rigging. Finayl, to enable reliable andrustworthy data exbange between all padipants of the
platform we use blockchain tdénology. The blockchain enables as a trust anchor in the system and
can be used to track all kinds of transactions in a robust manner. Tiukchlainservesas a
(distributed) trust anchorfor public data storagand can be used to track all kinds of tractsansin a

robust manner. It can also be used to manage the credit system used in SlotMachine to enable equity
and fairness in the long ruAll in all, the use of #setechnologies shald increase the trustarthiness

in to the SlotMachine platform thukeading to a higher participg#on of airlines ultimately leading to a

more efficient operation of flights and airports. In the following weially introduce the core
technologies mentioed, which were carefuistudied inD3.1[9].

Multiparty computation(MPC)is a protocol between definednumber of players (or serversplding
secureinputsto securely computesome functionf on these mputs. Tke securityof the inputsshould
hold, even if players exhibit some amount of adsaral behaviour. The goal can be accomplished by
an interactive protocol that the players execute. Intuitively, we want tthat protocol executobn is
equivalent tohaving a trusted pdy T that receivesthe inputs privately, computes the function and
returnsthe result i.e., the MPC protocols emulates a trusted party in a distributed selifith such
a protocol we can in principle- save virtually anycomputation problem The gepral theory of MPC
wasfounded in the latel980sand a huge body ofseart exists on the topi¢see D3.X Report on
State of the Art of Relevant Concep®3). However, until reently the concept was diticonsidered
impradical. Nevertheless, prgress in the last decade culminated in margvel potocols which
achieve good practical performance and can be used in real world applications.

Many different MPC protocols have beenoppsed in the past and tlyeachieve very diffeent
properties and searity guarantees. The main cryptographic projes achieved by a MPC protocol

are correctness (if all parties behave honest the results of the computation is correct) and input privacy
(a participating party doesot learn anythingabout the inputs of otler parties beyond what can be
inferred from the resut of the computation).In essence, MPC enables us to compute on encrypted
data in a distributed settingvithout decrypting them irthe first place andhe secuity of the input

data for the computationis preserved as long as not more than a githeesholds of the servers are
compromised by a single entity. In SlotMachine this technology will help to protect the privacy of
sensitivedata given by airspace usets the platform tocondud the global inte airline optimization
process.
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This components the basic compute element used for privacy preserving data computatiahis
specified in detail iD3.2[3]. MPC nodes are contrell by the privacy egine and are instantiad and
interconnected on a session basis tanjty conduct the real computation of the rankinghey only
expose an interfacgiathe privacy engine and are not intended to be used by @her component,
they ar also providing aencrypted channel to th AU client to receive sensitive informatiorhigh
must be hidden from all other components in the systefor this channel standard public key
cryptography is used.

3.9 Blockchain

Relevant equirements: sm_4, coc8,rel_6

The design ofhe blockchain is sliin development. A final decision requiresditibnal experiments
and discussions. In the following, we summarize the current state of our research.

Ablockchairrepresents a distributedystem that records trargtions on a sharel@dger. Its two main
features are: consistency (ensures that all peigarts have the same view of the ledger) and
immutability (ensures that if a transaction is accepted to the ledgecannot change any me).
Distributed (shared)edgers especiallythose based on dlockdain, have been used for various
purposes, irtially as a provider of cryptocurrency but later also in different areas including academics,
0T, finance, industes etc. From the emergese of Bitcoin in 2008, mandevelopment variats of

this technologyhave emergede.g, EthereumyvariousHyperled@r projects Cardang andothers.

A blockchairbased system consists of network tasks on the lowest level, a cars®meshanismand

a way ofprocessing transactionséluding programmingapabilities. The martylockchain frameworks
differ in the strategywhich was chosen for these three buildjrblocks, especially the consensus
mechanism and the transaction processiligith the consensus protml, the nodes will be ablto
agree on a bldcwhich will be addedathe immutable data structure. Blockchaiased sysems rely
on many cryptographic primitives and thereby provide a certain level of secQiftgn, they are ab
highly scalable, allowg for worldwide networksvith hundreds of tlhusand nodes, but somietes
also smaller, closed networks are desimb

The basic structure of a slot swapping service for a given airport naturally maps to a closed user group
which maintains private informaon. The users of the sysnh are rather stati@and known, therefore,

a permissioned system seems to be most adegudiuthermore, since we deal with a secure slot
swapping service between competitive airlines, we assume that tleare be adversaries among
multiple parties participting in the network Therefore, our systershould be robust and cope with

so called Byz#ine failures, which addresses the challenges of potential adversaries in the network.

In SlotMachine, waim to u® the Tendermint framewdks for creating the SlotMdtne blockchain.
Evey AU will also host #ir own blockchain client and may also runladixchain node.The Tendermint
blockchain is resistant to corruption on the provider side and also collusion cd8\ldag as less than
onethird of the nodes are malious.
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3.10 Credit Walets and Wallet Managerant

Relevant requirementgriv_11c14, fair_3,sm_24, co_%8, au_4

The design ahe aedit wallet management is still in development. A final decisemjuires additional
experiments ad discussions. In the follomg, we summarizéhe current state of ouresearch.

The credit wallets are maintainedy a Wallet Management component that is attached to the
Controller.The Controller, via the Wallet Managemt component, manages the walleds behalf of
the AUs.The cedit balances areead-only for the AUs. AUs may view their own credit balances and
changesof the credit balance in redime but not those of others.

¢CKS !'1aQ ONBRAUG olarlytb tfieh®ekchairNdee JeaiB. 9 huthgt irshaBily, de.,

not after every transaction but in accumulated formtexf certain intervals. The accumulated crédi

balances that are written on the blockchain are visible to every AU, but since that is eat-iimre,

the leakage of seets is minimal. Athe same time, allowig every AU to see how credit balances of

the otherschange will likely increase thetrusty G KS ad2aidSyQa FFHANYySaa (KNP
The system will be auditable if all pid collaborate and sharewedata.

Note that Credit Wallets and Wall Management are only required for realizitbe maket
mechanisms SM1 and SM3 descrilie®?2.3¢ Business Concepf3].
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4 Interfaces

In this chapter, we desibe RES@nd WebSockeinterfaces of the funtional components idetified
in Chapter3.

4.1 Caotroller

POST /regulations/request
Request flight lists and regulations from NMF
Parameter

This operation does not require parameters.

Example responses
201 Respnse

Responses

Staus Meaning Descriptim Schema
201 Created Created string
400 BadRequest Bad Reques' string
404 Not Found Not found  string

POST /regulations
Read flight lists and regations from given data
Body parameeér

<?xml version="1.0" encoding="UTF8" ?>
<EnvelopeDTO>
<body>
<flightListByAerodromeReply >
<requestR eceptio nTime>
<text >2021-10-02 05:01:10 </text >
</ requestReceptionTime >
<requestld >R2C_ARD:16598542/ requestld >
<sendTime>
<text >2021-10-02 05:01:11 </text >
</ sendTime>
<status >OK/ status >
<data >
<effectiv  eTrafficWindow >

<wef>2021- 10- 02 00:00 </wef>
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<unt >2021- 10- 02 22:00 </unt >
</ effectiveTrafficWindow >
<flights >
<flight >
<fligh tld >FLIGHTL566</flight |d>
<keys >
<aircraft |d >AIRTXZ&/ aircraftld >
<aerodromeOfDeparture >LSZH/ aerodromeCOfDeparture >
<nonlCAOAerodromeOfDeparture >
false
</ nonICAOAerodromeODeparture >
<airFiled >false </airFiled >
<aerodrom eOfDestination >DES$k/ aerodromeOfDestination >
<nonlCAOAerodromeOfDestination >
false
</ nonlICAOAerodromeOflestination >
<estima tedOffBlockTime >
2021-10-02 13:05
</ estimated OffBlockTime >
</ keys>
<aircraftType >A319%</aircraftType >
<scheduledTakeOffTime >2021-10-02 13:20 </ scheduledTakeOff Time>
<estimatedTakeO ffTime >2021-10-02 13:2 0</ estimatedTakeOffTime >
<aircraft Operato r >SWR/ aircraftOperator >
<operati ngAircraftOperator  >SWHR/ operatingAircraftOperator >
<slotlssued >true</ slotlssue d>
<delay >0</delay >
<nostPenalisingRegulatio n>
REGULATION1
</ mogPenali singRegulation >
<filedRegistrationMark >FRIOZ/ filedRegistrationMark >
<slotSwapCounter >
<currentCo unter >0</curr entCounter >
<maxLimt >3</ maxLimit >
</ slotSwapCounter >
</flight >
</flights >
</ data >
</ flightListByAerodromeReply >
</ body>
</ EnvelopeDTC>

Parameters

Name In Type Required Description

body body EnvelopeDTC true none
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Example response
201Response

{
"body" : {
"flightListByAerodromeReply" H
"req uestReceptionTime" :{
"text” :"2021 -10-02T05:01:00"
}

"requestld" :"R2C_ARD:16598542",
"sendTime" : {

"text" :"2021 -10-02T05:01:00"
|3
"statu s":"OK",
"data" :{

"effectiveTrafficWindow" H
"wef" :"2021 -10-02 00:00",
"unt" :"2021 -10-02 2 2:00"

h

"flights" |
{
"flight" :{
"flightld" A

"fl ightld" :"FLIGHT1566" |,

"keys" :{
"aircraf tld" :"AIRTXZS",
"aerodromeOfDeparture” :" LSZH",
"nonlICAOAerodromeOfDeparture” : false,
"airFiled" :false,
"aerodromeOfDestinatio n":"DESM",
"nonlICAOAerodromeOfDesti nation" : false,
"estimatedOffBlockTime"  : {

"text" :"2021 -10-02T13:05:00"

}
}
h
"aircraftType"  :"A319 ",

"estimatedTakeOffTime" :{
“text" :"2021 -10-02T13:20:00"
}

"estimatedTimeOfArrival" A
“text" :"2021 -10-02T14:29:00"
}

"aircraftO  perator" :"SWR",
"operatingAircraftOperator" 1 "SWR",
"filedRegistrationMark™ "FRIOZ",
"slotS wapCounter" : {
"currentCounter" : "0",
"maxLimit” :"3"
12
"cal culatedTakeOffTime" : {
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"text” :"2021 -10-02T13:20:00"

h
"mostPenalisingRegulation” - "REGULATION1",

"mostPenalisingRegulationCause" H{
"r eason": "AERODROME_CAPACITY",
"locationCategory" :" DEPARTURE"

The output is the representatn of the given flight list data.

Responses

Status Meaning Description Sclema
201 Created Created EnvelopeDTC
400 BadRequest Bad Reques string

POS /optimizations/{optld}/start
Stait optimization process

Parameters

Name In Type Required Description

optld path string true none

Example responses

200 Response

Responses
Satus Meaning Description Schema
200 OK OK string

400 Bad Reques Bad Request string
404 Not Found Notfound  string
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POST /optimizations/{optld}/solutions/propos e

Propose flight list to NMF

Parameters

Name In Type Required Description

optld path string true none

Example responses

200 Response

{
"regulationld" : "REGULATIONY,
"optimizationld" : "119c4bal- 0895- 4fec - bfl8 - 23273d64b8d 7",
"currentServerTime" : "2019-08-24 14:15"
" rejectUntil” : "2019-08-24 14:15" ,
"solutions" : |
{
"regul ationld" : "REGULATIONZ1
"optimizationld  ": "119c4bal- 0895- 4f ec- bfl8 - 23273d64b8d7",
"soluti onld" : "SOLUIONI',
"priority" D1,
"flights" : [
"flig htld* : "FLIGHT1566',
"slotTime" : "2019-08-24 14:15"
}
]
}
]
}
Responses
Status Meaning Description Schena
200 OK OK SolutionListDTC

400 Bad Reques Bad Requst string
404 Not Found Notfound  SolutionListDTC

POST /registrations

Register airspace user for regulations at an airport
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Register y | A NB LJ OS dza S NI dan QifpdrtSoyeiwricfegisidg MGistatrinlofiah 2 y &
airspace user ifleeadyexists.

Body parameter

{
"airlineld" . "SWR
"airportld" . "LSZH,
"regulationType" : "DEPARTURE"
"callbackEndpoint” : "http://lo  calhost:8080/callbackEndpoint "
}
Parameters
Name In Type Requirel Degription
body body RegulationRegistrationDT' true none

Example responses
200 Response

{

"airlineld" . "SWR

"airportld"  : "LSZH,

"regulationType" : "DEPARTURE"

"callbac kEndpoint" : "http: //loc alhost: 8080/callb ackEndpoint "
}
Responses

Staus Meaning Description Schema

200 OK Resource updated  RegulationRegistrationDT
201 Created Resource created RegulationRegistrationDT

400 Bad Reques Invalid input supplied None
default Default The egistration RegulationRegistrationDT

POST /opti mizatio ns/{optld}/solutions/{solutionld}/rejection/{airlineld}

Reject a solution found by an optimion run

Parametrs

Name In Type Required Description
optld path string true none
solutionld path string true none
airlineld  path string true none
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Exanple regpponses
200 Response

{
"airlineld" . "SWR
"regulationld" : "LSZH,
"optimizationld" ;" 119c4bal- 0895- 4fec - bfl8 - 23273d64b8d 7",
"so lutionld” : "SOLUTION1
}
Responses
Status Meaning Description Schema
200 OK OK RejectedSolutionDT(

400 Bad Reqgast BadRequest string
404 Not Found Notfound  RejectedSolutionDT(

POST /optimizations/{optld}/solutions/rejections
Reject multiplesolutions found by an optimization run

Body paramete

{
"air lineld" : "SWR,
"regulationld" : "REGULATION1
"optimi zationl d": " 119c4bal- 0895- 4fec - bfl8 - 23273d64h8d7",
" rejectedSolutions” |
{
"airlineld" : "SWR,
"regulationld" . "REGULATION1
"optimizationld" ;" 119c4bal- 0895- 4f ec- bfl8 - 23273d64bh8d 7",
"solutionld” : "SOLUTION1
}
]
}
Parameters
Name In Type Required Description
body body RejectedSolutionListDT: true none

Example responses
200 Response

{
"airlineld" ;. "SWR]
"regulationld" : "REGULATIONZL"
"optimiz ationld" : " 119c4bal- 0895- 4fec - bf18 - 23273d64b8d7",
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"rejectedSolut  ions" : [
{
“airlineld" . "SWR;}
“regulationld" : "REGULATIONZ"
"optimizationld" ;" 119c4bal- 0895- 4fec - bfl8 - 23273d64b8d 7",
"solutionld” : "SOLUTION1"
}
]
}
Responses
Status Meaning Description Schema
200 OK OK RejectedSolutinListDD
400 Bad Reques Bad Reques' string
404 Not Found Notfound  RejectedSolutionListDT
POST /optimizations/{optld}/solutions/accept
Notify the SlotMachine of the accepted fligtst
Body paraneter
{
"optimizationld"  : "119c4bal- 0895- 4fec - bfl8 - 23273d64b8d 7",
"solutionld” : "SOLUTION1
}
Parameters
Name In Type Required Description
optld path string true none
body body AcceptedFlightistDTO true none
Example responses
200 Respnse
{
"optimizat ionld" : "119c4bal-0895- 4fec - bfl8 - 23273d64hb8d7",
"solut ionld" : "SOLUTION1"
}
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Responses
Status Meaning Description Schema
200 OK OK AcceptedFlightListDT(
400 Bad Reques Bad Reques' string
404 Not Found Not found  AcceptedFlightListDT(
POST /optimiza tions/{optld}/preferences/{airlineld}
Submitslot prefereaces for flights
Submit slot preferences for flights of an airspace user
Body parameter
[
{
"regulationld” : "REGULATION1
"o ptimizationld" . "119c4bal- 0895- 4fec - bfl8 - 23273d64b8d7",
"airlineld" : "SWR,
"flights" : [
"flight I1d" : "FLIGHT1566,
"weightMap" : [
"slotTime" : "2021-10-02 13:20 ",
"weight" : "100"
}
]
}
]
}
]
Parameters
Name In Type Requred Description
optimizationld path string true none
airlineld path string true none
body body WeightMapDTQ true none
Example esponses
200 Response
Founding Members 29

O

EUROPEAN UNION ~ EUROCONTROL



D2.2 SYSTEM DESIGN DOCUMENT

x5}

SlotMachine

{
"regulationld” : "REGULATIONZL"
"optimizationld" : "119c4bal- 0895- 4fec - bf18 - 23273d64b8d7",
"airlineld" . "SWR/
"flights" : [
{
"f lightld" : "FLIGHT1566",
"weightMap" : [
{
"slotTime" : "2021-10-02 13:20 ",
"weight" : "100"
}
]
}
]
}
]
Response
Status Meaning Description Schema
200 OK OK Inline

400 BadRequest BadRequest string
404 Not Found  Not found Inline

Response Schema
Status Cod200

Name Type Required Restrctions Description
anonymous [WeightMapDTQ false none

» regulationld  string false none none

» optimizationld string false none none

» airlineld string false none none

» flights [WeightMapFlightDTD false none none

»» flightld string false none none

»» weightMap  [WeightMapObjetbTQ false none none

»»» slotTime string(dde-time) false none none

»»» weight string false none none
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Status Codd04

Name Type Required Restrictions Description
anonymous [WeightMapDTQ false none none
» regulationld  string false none none
» optimizationld string false none none
» airlineld string false none none
» flights [WeightMapFlightDTD false none none
»» flightld string false none none
»» weightMap  [WeightMapObjectDTP false none none
»»» sldTime string(datetime) false none none
»»»weight string false none none

POST /optim iza tions/{optl  d}/preferences
Submit slot preferences foights
Submit sl preferences for flights of an airspace user

Body parameter

[

{
"regulationld”  : "string" ,
"optimizationld" : "string”
"airlineld" . string"
"flights" : [
"flig htld" : "string" ,
"weightMap" : [
{
"slotTime" : "2019-08-24T14:15:222" ,
"weight" : "string"
}
]
}
]
}
]
Parameters
Name In Type Required Description
optimizationld path string true none
body body WeightMapDTQ true none
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Example esponses

200 Respnse
[
{
"regulationld" . 'string"
"optimizationld" . string”
"airlineld" . string”
"flights" : |
{
“fl ightld" : "string"
"weightMap" : |
{
"slotTime" : "2019-08-24T14:15:227" ,
"weigh t" : "string"
}
]
}
]
}
]
Responses
Status Meaning Description Schema
200 OK OK Inline

400 Bad Reques Bad Request string
404 Not Found  Not found Inline

Resporse Schema
Status Cod200

Name Type Required Restrictions Desciption
anonymous [WeightMapDT® false none none
» regulationld  string false none none
» optimizationld string false none none
» airineld string false none none
» flights [WeichtMapFlightD’g  false none none
»» flightld string false none none
»» weghtMap  [WeightMapObjectDTP false none none
»»» slotTime string(datetime) false none none
»»» weight string false none none
StatusCode404
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Name Type Required Restrictions Desciption
anonymous [WeightMapDT® false none none
» reguationld string false none none
» optimizationld string false none none
» airlineld string false none none
» flights [WeightMapFlightDTD false none none
»» flightld string false none none
»» weaghtMap  [WeightMapObjectDTD false none none
»»» slotTine string(datetime) false none none
»»»weight string false none none

POST /optimizations/preferences
Submit slot preferences for flights

Submit slotpreferences for flights of an airspace user

Body parameer
[

{
"regulationld"  : "string" ,
"optimizationld"  : "string"
"airlineld" . string"
"flights" : [
{
"flightld" . 'string"
"weightMap" : [
"slotTime" : "2019-08-24T14:15:227" ,
"weight ": "string"
}
]
}
]
}
]
Parameters
Name In Type Required Description
body body WeightMapDTQ true none
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Example responses
200 Response

[

{
"regulationld" . 'string"
"optimizationld" . string”
"airli  neld" : "str ing",
"flights" : |
{
"flight Id" : "string"
"weightMap" : |
{
"slotTime" : "2019-08-24T14:15:227" ,
"weight" : "string"
}
]
}
]
}
]
Responses
Status Meaning Description  Sdhiema
200 OK OK Inline

400 Bad Reques Bad Rquest string
404 Not Found  Not found Inline

Response Schema
Status Cod200

Name Type Required Restrictions Description
anonymous [WeightMapDT® false none none
» regulationld  string false none none
» optimizationld string false none none
» airlindd string false none none
» flights [WeightMapFlightDTD false none none
»» flightld string false none none
»» weightMap  [WeightMapObjectDTD false none none
»»» slotTime string(datetime) false none none
»»» weight string false none none
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Status Cod 404

Name Type Requred Restrictions Description
anonymous [WeightMapDTQ false none none
» regulationld  string false none none
» optimizationld string false none none
» airlineld string false none none
» flights [WeightMapFlightDTD false none none
»» flightld string false none none
»» weightMap  [WeightMapObjectDTP false none none
»»» slotTime string(datetime) false none none
»»» weight string false none none
GET /registrations/{airli nel d}{airpor tld}/op timizations/current/flightList

Get curent optimization
Gadi AYTF2NXIFGA2Yy Fo2dzi (GKS OdzNNBistritior?2 LIGAYAT FGA2Y Tz

Parameters

Name In Type Required Description

airlineld path string true none
airportld path string true none

Example responses
200 Response

{
"opti mization" : {
"re gulationld" : "string" ,
"requestReceptionTime" : "2019-08-24T14:15:227" ,
"requestld" : "string"
"optimizationld" : "string”
"state" : "WAIT _FOR_INPUTS"
"current ServerTime" : "2019-08-24T14:15:227"
"cutOffTime" : "2019- 08-24T14:15:227"
"nextOptimizationRun" : "2019-08-24T14:15:222"
13
"slots" : [
{
"slotTime" : "2019-08-24T14:15:227"
}

1,
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"flight s": |
{

"flightld" : "string”

"keys" @ {
"aircraftld" . string”
"aer odromeOfDeparture” : "strin g",
"nonlICAOAerodromeOfDeparture” : true ,
"airFiled" : true ,
"aerodromeOfDestination”  : "string" ,
"no nICAOAerodromeODestination” : true ,
"estimatedO ffBlockTime" : "2019-08-24T14:15:22Z7"

}

aircraftType "string”
"scheduledTakeOffTime" : "2019-08-24T14:15:227"
"estimatedTakeOffTime" : "2019-08-24T14:15:227" ,
"aircraft ~ Operator" : "stri ng",
"operatingAircr  aft Operator" : "string" ,
"slotlssued" : true ,
"delay" : 0,
"mostPenalisingRegulation” : string"
"filedRegistrationMark" : "string”
"slotSwapCounter" : {
"currentCounter" : O,
"maxLimit* : O
}
}
]
}

Resmnses

Status Meaning Description Schema

200 OK OK FlightlistDTO
400 Bad Requst Bad Reques string

404 Not Found Not found FlightListDTC

GET /optimizations/{optld}/solutions/a ccepted

Get accepted solution optimization runs

Parameters

Name In Type Requred Degription

optld path string true none

Founding Members 36

O

EUROPEAN UNION ~ EUROCONTROL



D2.2 SYSTEM DESIGN DOCUMENT x>

x[x[5Ji SESAR

SlotMachine

Exampe responses
200 Respnse

{
"regulationld” : string”
"optimizationld" . 'string"
"currentServerTime" : "2019-08-24T14:15:227"
"rejectUntil" : "2019-08-24T14:15:227" ,
"solutions" : |
{
"regulat ionld" : "string"
"optimizationld" : st ring" ,
"solution Id" : "string" ,
"priority" 1 0,
"flights" : |
"flightld" : "string"
"slotTime" : "2019-08-24T14:15:22Z"
}
]
}
]
}
Regonses
Status Meaning Description Schema
200 OK acceptedsolution SolutionListDD
400 Bad Reques Bad Request string
404 Not Found  Not found SolutionListDTC

GET /optimizations/{optld}/solutions

Get results of gjimization runs

Parameters

Name In Type Requred Description

optld path string true none

Exanple responses
200 Respors

{

"regulationld

"string"
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"optimizationld" : "string”
"currentServerTime" : "2019-08-24T14:15:227"
"rejectUntil" : "2019-08-24T14:15:227"
"solutions” : [
{
"r egula tionld" : "string"
"optimizationld" : "string" |,
"solutionld  ": "string" ,
"priority" . 0,
"flights" : [
"flightld" : "string”
"slotTime" : "2019-08-24T14:15:2 27"
}
]
}
]
}
Responses
Satus Meaning Description Schema
200 OK Array ofoptimization results SoluionListDTO
400 Bad Reques Bad Request string
404 Not Found  Not found SolutionListDTC
DELETE /registrations/{airlineld}/{airportid }

Delete an airspee uselO f A Sgidiradién foN@gulations at an airport
Parameters

Name In Type Required Descripton

airlineld path string true none
airportld path string true none

Example responses
200 Response

{
"airlineld" . Ustring"
"airpo rtld" : "string" ,
"regulationType" : "DEPARTRE",
"callbackEndpoint"  : "string"

}
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Responses
Status Meaning Description Schema
200 OK Has beerdeleted RegulationRegistrationDT
400 Bad Reques Bad Request string
404 Not Found Not found RegulationRegisaitionDTO

GET /controller/active

Check if ontroller is active

Response
Status Meaning Desciption  Schema
200 OK OK string

400 Bad Reques Bad Reques string

Schemas

In the bllowing, we describe the schema of the data transfer objects.

BodyDTO
{
"flightListByAerodromeReply" A
"reques tReceptionTime" : {
"text" . "2019-08-24T14:15:22Z"
}

request Id" : "string"
"sendTime" : {

“text" : "2019-08-24T14:15:227"
h

"status" : "string" ,
"data" : {

"effectiveTraff icWindow" : {
"wef" : "string ",
"unt" : "string"

3

"flights" : [
{
"flight" A
"flightld" . string”
"keys" 1 {
"aircraftld" . string”
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"aerodromeOfDeparture” : "string"
"nonlC AOAerod omeOfDepatu re" : true ,
"airFiled" : true ,
"aerodromeOfDes tination" : "string"
"nonlICAOAerodromeOfDestinat ion" : true ,
"estimatedOffBlockTime" : "2019-08-24T14:15:227"
3
"aircraf t Type": "stri ng",
"scheduledTakeOffTime" : "2019-08-24T14:15:227" ,
"estimatedTakeOffTime" . "2019-08-24T14:15:227" ,
"aircraftOperator" . string”
"operatingAircraftOperator" : "string”
"slotlssued" : true ,
"delay" : O,
"mostPenalisingRe gulation" : "string" ,
"filedRegistrationMark" : "string”
"slotSw apCounter" : {
"currentCounter" : 0,
"maxLimit* : 0O

Name Type Required Desciption

SESAR

JOINT UNDERTAKING

flightListByAerdromeReply FlightListByAerodromeReplyD1 false none

DataDTO
{

" effectiveTrafficWindow" ]
"wef" : "string"
"unt" . "stri ng"
}
"flights" |
{
"flight" : {
"flightld" : "string”
"keys" : {
"aircraftld" » "str ing"
"aerodromeOfDeparture" : "string"
"nonlCAOAerodromeOfDeparture” : true ,
"airFiled" : true ,
"aerodromeOfDestination" : "string"
"non | CAOAerodromeOfDestination” : true ,
"estimatedOffBlockTime ": "2019-08-24T14:15:227"
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b
"aircraftType" : "string" ,
"scheduledTakeOffTime" : "2019-08-24T14:15:227" ,
" estimatedTakeOffTime" : "2019-08-24T14:15:22Z7 ",
"aircraftOperator" ;. string”
"o peratingAircraftOperator" : "string" ,
"slotlssued" : true ,
"delay" : O,
"mostPenalisingRegulation” : "string”
"filedRegistrationMark "1 string"
"slotSwapCounter" : {
"currentCounter" : 0,
"maxLimit* : 0O
}
}
}
]
}
Name Type Required Description
effectiveTrafficWindow EffectiveTrafficWindowDT( false none
flights [FlightsDDO) false none
EffectiveTafficWindowDTO
{
"wef" : "string"
"unt* : "string"
}
Name Type Required Restrictions Name
wef string false none wef
unt string false none none
EnvelopeDTO
{
"body" : {
"flightListByAerodromeReply" ]
"reque stReceptionTime" : {
"te xt" . "2019-08-24T14:15:227"
|3
"r equestld" : "string" ,
"sendTime" : {
"text” : "2019-08-24T14:15:227"
|3
"status" : "string" ,
"data" : {
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" effectiveTrafficWindow" Y
"wef" : "string"
"unt* : "string "

}

lights" : |
{
"flight" : {
"flightld" . string”
"keys" @ {
"aircraftld" . "string”
"aerodromeOfDeparture” : "string"
"nonlICAOAerodromeOfDepartur e": true ,
"airF iled" : true ,
"aerodromeOfDes tination" : "string"
"nonlICAOAerodromeOfDestination” : true ,
"estimatedOffBlockTime" : "2019-08-24T14:15:2 27"

}

i rcraftT ype": "string"

"scheduledTakeOffTim e": "2019-08-24T14:15:227 ",
"estimatedTakeOffTime" : "2019-08-24T14:15:227" ,
"aircraftOperator" : "string”

"operatingAir  craftOperator" : "string"

"slot Iss ued": true ,

"delay" : O,

"mostPenalisingRegul  ation" : "string"
"filedRegistrationMark" : string"
"slotSwapCounter" : {

"currentCounter" : 0,

"maxLimit* : 0

Name Type Required Description
body BodyDTO false

FlightDTO
{
"flightld" . "string”
"keys" 1 {
"aircraftld" : str ing" ,
"aerodromeOfDeparture” : "stri ng",

"nonl CAOAerodromeOfDeparture" : true ,
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"airFiled" : tr ue,
"aerodromeOfDestination" : "string" ,
"nonlCAOAerodromeOfDestination” : true ,
"estimatedOffBlockTime" : "2019-08-24T14:15:227"

)

ircra ftTyp e": "string" ,
"scheduledTakeOffT ime": "2019-08-24T14:15:227" ,

SESAR
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"estimatedTakeOffTime" : "2019-08-24T14:15:227" ,
"air craftOperator" : "string" ,
"operatingAircraftOperator" : "string"
"slotlssued” : true ,

"delay" : O,

"mostPenalisingRegulation” : "st ring" ,
"filedRegistrationMark" . string”

"s lotSwapCounter" : {

"currentCounter" : 0,
"maxLimit* : 0

}
}

Name Type Required Description
flightld string false
keys FlightkeyDTO false
aircraftType string false
scheduledTakeOfime string(datetime) false
estimatedTakeOffTime  string(chte-time) false
aircraftOperator string false
operatingAircraftOperator string false
slotlssued boolean false
delay integer(int32) false
mostPenalisinBegilation  string false
filedRegistrabnMark string false
slotSwapCounter SlotSwapCounterDT! false

FlightListByAerodromeReplyDTO

{
"reque stReceptionTime" : {
"text” : "2019-08-24T14:15:227"
8
"requestld" : "string ",
"sendTime" : {
"text” : "2019-08-24T14:15:2 27"
3
"status" : "str ing" ,
"data" : {
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" effectiveTrafficWind ow": {

"wef" : "string"
"unt* : "string"
b
"flights" : [
{
“flight* : {
"flightld" . string”
"keys" : {
"aircraftld" . "strin g",
"aerodrom eOfDeparture” : "string"
"nonlC AOAerodromeOfDeparture” : true ,
"airFiled" @ true,
"aerodromeOfDestinat ion" : "string"
"nonlICAOAerodromeOfDestination” : true ,
"estimatedOffBlo  ckTime": "2019-08-24T14:15:227"
2
"aircraftType  ": "string" ,
"scheduledTakeOffTime" : "2019-08-24T14:15:227" ,
"estimatedTa keOffTim e": "2019-08-24T14:15:227"
"aircraftOperator"” . string"
"operatin gAircraft Operator" : "stri ng",
"slotlssued” : true ,
"delay" : O,
"mostPenalisingRegulation” : "str ing",
"filedRegistrationMar K': "str ing" ,
"slotSwapCounter” : {
"currentCounter" : O,
"maxLtmit" : O
}
}
}
]
}
}
Name Type Required Description
requestReceptionTime LocalDateTimeToMinGecDTO false
requestld string false
sendTime LacaDateTimeToMinOrSecDT false
status string false
data DataDTO false
FlightsDTO
"flight” : {
“flightld" . "string”
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"keys" : {
"aircraftld" . 'string"
"aer odromeOfDeparture ": "string"
"nonlCAOAero dromeOfDeparture” : true ,
"airFiled" : true ,
"aerodromeOfDesti nation" : "string" ,
"nonlICAOAerodromeOfDestination” : true ,
"e stimatedOffBlockTime" : "2019-08-24T14:15:227"

}

i rcra ftType" : "string"
"scheduledTakeOffTime" : "2019-08-24T14:15:227" ,
"estimatedTakeOffTim e": "2019-08-24T14:15:22Z7 ",
"aircraftOperator" : "string”
" operatingAircraftOperator" : string”
"slotlssued" : true ,
"delay" : O,
"mostPenalis ingRegulation" : "stri ng",
"filedRegistrat ion Mark": "string"
"slotSwapCounter" : {
"currentCounter" : 0,
"maxLimit* : O
}
}
}

Name Type Required Description
flight FlightDTO false

LocallateTimeToMin@SecDTO

{
"text" : "2019-08-24T14:15:227"

}

Name Type Required Description

text  string(cate-time) false

SlotSwapCounterDTO
{

"currentCounter" : 0,
"maxLimit" : O

}

Name Type Required Description

currentCounter integer(int32) false
maxLimit integer(int32) false
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RegulationRegistrationDTO

{
"airlineld" : "string" ,
"airportld" : "string" ,
"regulationType" : "DEPARTURE"
"callbackEndpoint"  : "string"
}
Name Type Required Description
airlineld string false
airportld string false

regulationType string false
callbackEndpoint string false

Property Value
regulationType DEPARTUR
regulationType ARRIVAL
regulationType EN ROUTE

RejectedSolutionDTO
{
"airlineld" . 'string"
"regulationld" : "string"
"optimizationld" . 'string"
"soluti onld" : "string"
}
Name Type Required Description
airlineld string false

regulationld  string false
optimizationld string false

solutionld string false
RejectedSolutionListDTO
{
"airlineld" : 'strin g,
"regulationld” . st ring"
"optimizationld" . Ustring"
"rejectedSolutions” |
{
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"airlineld" : string”
"regulationl  d": "string"
"optimizationld"  : "string"
"solutionld" : "string"
}
]
}
Name Type Required Description
airlineld string false
regulationld string false
optimizationld string false

rejectedSaltions [RejectedSolutinDTQ false

SolutionDTO
{
"reg ula tionld" : "string" ,
"optimizationld" : "string”
"solutionld" : "string ",
"priority" . 0,
"flights" : [
"flightld" . string”
"slotTime" : "2019-08-24T14:15:227"
}
]
}
Name Type Requred Description
regulationld  string false
optimizationld string false
solutionld string false
priority integer(int32) false
flights [SolutonFlightDTQ false

SolutionFlightDTO

"flig htid" : "string"
"slotTime" : "2019-08-24T14: 15:227"
}
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Name  Type Required Descrigion
flightld  string false
slotTime string(datetime) false
SolutionLisDTO
{
"regulationld" : string”
"optimizationld" . "string”
"currentServerTime" : "2019-08-24T14:15:227"
"rejectUntil” : "2019-08- 24T14:15:227"
"solut ions" : [
{
"reg ulationld" : "string"
"optimizationld" : "string”
"solutio nlId" : "string" ,
"priority" . 0,
"flights" : [
{
"flightld" . string”
"sl otTime": "2019-08-24T14:15:22 7"
}
]
}
]
}
Name Type Required Description
regulationld string false
optimizationld string false
currentServerTime string(dae-time) false
rejectUntil string(cate-time) false
solutions [SolutionDTQ false
AccepedFlightLisDTO
{
"optimizationld" . string"
"solutio nld" : "string"
}
Name Type Required Description
optimizationld string false
solutionld string false
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WeightMapDTO
{
"regulationld" : st ring"
"optimizationld" . string"
"airlineld" . 'string"
"fli ghts" : [
{
"flightld" : "string”
"weightMap" : [
{
"slotTime ": "2019-08-24T14:15:22Z2" ,
"weight" : "string"
}
]
}
]
}
Name Type Requred Description
regulationld  string false
optimizationld string false
airlineld string false
flights [WeightMapFlightDTQ false
WeightMapFliditDTO
{
"flightld" : "string”
"weightMap" : [
{
"slotTime" : "2019-08-24T14:15:22Z2" ,
"weight" : "str ing"
}
]
}
Name Type Required Description
flightld string false
weightMap [WeightMapObjectDTP false
WeightMapObjectDTO
{
"slotTime" : "2019-08-24T14:15:22Z7" ,
"weight" : "string"
}
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Name  Type Required Description
slotTime string(datetime) false
weight  string false
FlightkeyDro
{
"air craftld" : "string" ,

"aero dro meOfDeparture" : "string"
"nonlICAOAerodromeOfDeparture” : true ,

"airF iled" : true ,
"aerodromeOfDestination" : "string"
"nonlCAOAerodromeOfDestination” : true ,
"estimatedOffBlockTime" : "2019-08-24T14:15:227"
}
Name Type Required Desciption
aircraftld string false
aerodraneOfDeparture string false
nonlCAOAermdromeOfDeparture boolean false
airFiled boolean false
aerodromeOfDestination string false
nonlCAOAerodromeOfDestinatic boolean false
estimatedOffBlockTie string@ate-time) false
FlightLisDTO
{
"optimization"  : {
"regulationld" . 'string"
"requestReceptionTime" : "2019-08-24T14:15:227" ,
"requestld ": "str ing" ,
"optimizationld" . string”
"state" : "WAIT_FOR_INPUTS"
"currentServe rTime": "2019-08-24T14:15; 227",
"cut OffTime" : "2019-08-24T14:15:227"
"nextOptimizationRun"  : "2019-08-24T14:15:227"
}
"slots" : |
{
"slotTim e": "2019-08-24T14:15:222"
}
I,
"flig hts": |
{

"flightld" : "string”
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"keys": {
"aircraft  Id" : "string"
"aerodromeOfDeparture” : "string"
"nonlICAOAerodromeOfDeparture” : true ,
"airFiled" : true ,
"aerodr omeOfDestination" : "string" ,
"nonlICAOAerodromeOfDestination" : true ,
"es t imatedOffBlockTime" : "2019-08-24T14:15: 227"
3
"aircraftType" : "string" ,
"scheduledTakeOffTime" : "2019-08-24T14:15:227"
"estimatedTakeOf fTime" : "2019-08-24T14:15:227" ,
"aircra ftO perator" : "string" ,
"operatingAircraftOp erator" : "string"
"slotlssued" : true,
"delay" : O,
"mostPenalisingRegulation” : string"
"filedRegistrationMark" : "string”
"slotSwa pCounter" : {
"currentCounter" : O,
"maxLimit* : O
}
}
]
}
Name Type Required Desciption
optimization OptimizationDTC false
slots [SlotDTQ false
flights [FlightDT® false
OptimizationDTO
{
"regulationld" : string”
"reques tReceptionTime" : "2019-08-24T14:15:227" ,
"reques tld" : "string"
"optimi zation Id" : "st ring" ,
"state" : "WAIT_FOR_INPUTS"
"currentServerTime" : "2019-08-24T14:15:227"
"cutOffTime" : "2019-08-24T14:15:227"
"nextOptimizationRun™  : "2019-08-24T14:15: 227"
}
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Name Type Required Description
regulationld string false
requestRecptionTime string(datetime) false
requestid string false
optimizationld string false
state string false
currentSrverTime string(datetime) false
cutOffTime string(datetime) false

nextOptimzationRun  string(datetime) false

Property Value

state WAIT_FOR_INPUTS

state CUT_OFF_TIME_REABHE

state OPTIMIZATION_RUNNING

state WAITINGEORREJECTS

state WAITING_FOR_NM_CONFIRMAT
state FINISHED

SlotDTO
{
"slotTime" : "2019-08-24T14:15:227"
}
Name Type Required Restrictions Description
slotTime string(datetime) false none none

4.2 Heuristic Optimizer

POST/optimizations

Create andnitialize a (heuristic) optimization for flighta slots.

Body parameter

{
"flights” |

"flightld”  : "F1",
"scheduledTime" : "2019 - 08- 24T14:15:227" |,

1,
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"initialFlightSequence" |

"F1', "F2","F3"
I
"optld" : "0d6b6665- 5948- 4218- bf74 - bb86e549040¢",
"optimizationFram  ework": "JENHICS",
"op timizationMode" : "PRIVACY PRESERVING"
"fitnessEstimator" . "LINEAR",
"parameters" : {},
"pr i vacyEngineEndpoint” : "https:// example.c ondprivacy_engine ",
"slots" : [

{

"ti me"™ "2019-08-24T14:15:227"
}

]
}

We refea to D4.2¢ Joecificationof Evolutionary Algoritim [4] for more detailed specifications dfie
parameters. Please note the follavg regarding the parameters.

1 ¢KS & LJ NiapcnsiSsdiked/value pairs that may contaadditionalparameters for
the optimization run th&a are specific to the used optimizan framework, e.g., Jenetic#.
omitted, default values will be used.

I TheHeuristic Optimizer also allows to pass masgnd weight maps for running the optimizer
in anon-privacypreserving nede that does not involve Privacy Engine. This should bet
confused with the nosprivacypreservingdemonstrator iteration of the SlotMichine system
but rather serves for developnmé and demonstration purposes but could also seagethe
basis for a SlotMchine system that suppts multi-objective optimization wiout a Privacy

Engine.
Parametes
Name In Type Required Description
body body OptimizationDTO true optimization

Exampe responses
201 Response

"flights" : |
{
"flig htid" : "F1",
"scheduledTime" : "2019-08-24T14:15:227" ,
}
I,
"initialFlightSequence” |
"F1", "F2","F3"
I,
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"optld" : "0d6b6665- 5948- 4218- bf74 - bb86e549040¢" ,
"optimizationFram  ework": "JENETICS",
"optimizationMode" : "PRIVACY PRESERVIG",
"fitnessE stimator" : "LINEAR",
"0 ptimizationStatus" . "CREATED'
"parameters" : {},
"privacyEngineE ndpoint" : "https://10.0.0.138/privacy_engin el",
"slots" : |
{

"time" : "2019-08-24T14:15:227"

}
1.
"timestamp” : "2019-08-24T14:15: 227"

}

The outpt is arepresentation othe optimization run that was just created. The optimization status
Aa asSdéd G2 a/ w9! ¢ 9 5 KedatetakdIimdithaivite FeGuest wds mad@ligating U
at which point in time the data about éhoptimizdion run was curent.

Responses
Status Meaning Description  Schema
200 OK OK OptimizationDTC
201 Created Qreated OptimizationDTC

400 Bad Request BadRequest None
401 Unauthorized Unauthorized None
403 Forbidden Forbidden None
404 Not Found Not Found None

GET /op timizations/{optid}

Get the description of a specific optimization.

Parameters

Name In Type Required Description
optld path string true GKS 2LIWGAYAT L

Example reponses
200 Response

"flights” @ |
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"flightid* : "F1",
"s cheduledTime" : "2019-08-24T14:15:22Z2" ,
}
I,
"initialFlightSequence” |
n Flll
I,
"optld" : "0d6b6665- 5948- 4218- bf74 - bb86e549040e",
"optimizationFramework" . "JENETICS,
"optimizationMode” : "PRIVACY_PRESERVING"
"fitnessEsti mator" : "LINEAR',
"optimizationStatus" . "INITIALIZED"
"parameters" : {},
"privacyEngineEndpoint®  : "htt ps://10.0.0.138/privacy_engine/" ,
"slots" : |
{
"time" : "2019-08-24T14:15:22Z "
}
I,
"timestamp” : "2019-08-24T14:15:227"
}
Responss
Status Meaning Description  Schema
200 OK OK OptimizationDTC

401 Unauthorized Unauthorized None
403 Fobidden Forbidden None
404 Not Found Not Faind None

DELETE /optimizations/{optid}
Delde an optimization and its results, if availabfort a rinning optimizaton.

Parameters

Name In Type Required Description

optld path string true 0 KS 2 LI Aidentifier
Responses

Status Meaning Desciption Schema
200 OK OK the deletion workel None
204 No Content No Content None
401 Unauthorized Unauthorized None
403 Forbidden Forbidden None
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Status Meaning Desciption Schema

404 Not Found Not Found no optimization with the None
specified ientifier exists

PUT /optimizations/  {optld}/start

Start aspecific optimizationhiat was previously created and initialized.

Paraneters

Name In Type Requied Description
optld path string true GKS 2LIWGAYAT L

Example responses
202 Response

{
"fitnessEstimator" . "LOGARITHM"
"flights" |
{
"flightld" . "Fo1",
"margins" : {
"scheduledTime" : "2019-08-24T14:15:227"
"timeNotAfter" : "2019-08-24T14:15:227" ,
"timeNotBefore" : "2019-08-24T14:15:22Z7 ",
"timeWished" : "2019-08-24T14:15: 227"
|3
"scheduledTime" : "2019-08-24T14:15:227" ,
"weightMap" : |

10,1 0, 100
]
}
1,
"initialFlightSequence |
"string"
1,
"optld" : "string"
"optimizationFramework  ": "string"
"optimizat ionMode": "PRIVACY PRESERVING"
"optimizationStatus" . "RUNNI',
"parameters” : {},
"privacyEngineEndpoint" . string”
"slots" : |
{
"time" : "2019-08-24T14:15:227"
}

Founding Members 56

EUROPEAN UNION ~ EUROCONTROL



D2.2 SYSTEM DESIGN DOCUMENT

]

x[x[5Ji SESAR

SlotMachine

timestamp" : "2019-08-24T14:15:22Z"

}
Responses
Status Meaning Description Schema
200 OK OK; the optimization is already ruimg. OptimizationDTC
202 Accepted Accepted; if tle optimizaion was succesully started. OptimizaionDTO
303 See Other See Other; returns location of result in headé None
cancelled or already done.
401 Unauthorized Unauthorized None
403 Forbidden Forbidden None
404 Not Found Not Found None

PUT /optimi  zations/{optId} /abort

Abort a previouslgtarted optimization; if available, an intermediate result carob&ined.

Parameters

Name In Type Required Description

optld path string true theoptmA I I GA2Y Q

Example responses

200 Respnse

{

]

]

f itnessEstimator  ": "string" ,
flights" : [
{
“flightld" : "F1,
"scheduledTime" : "2019-08-24T14:15:227" ,
}
initialFlightSequ ence": [
llFllI
ptld" : "0d6b6665- 5948- 4218- bf74 - bb86e549040e" ,

optimizationFramew ork" : "JENETICS",
opti mizationMode" : "PRIVACY_ RESERVING"

optimizationStatus" : "CANCELLEDQ"

parameters” : {},

privacyEngineEndpoint”  : "https://10.0.0 .138/privacy_engine/"
slots" : [

Founding Members

EUROPEAN UNION ~ EUROCONTROL

57



D2.2 SYSTEM DESIGN DOCUMENT

x[x[5Ji SESAR

SlotMachine
{
"time" : "2019-08-24T14:15:227"
}
I,
"ti mestamp™ "2019-08-24T14:15:22Z7"
}
Responses
Status Meaning Description Schema
200 OK OK;optimization runsuccessflly aborted. OptimizationDTO
201 Created Qeated None
401 Unauthorized Unauthorized None
403 Forbidden Forbidden None

404 Not Found Not Found; o optimizationwith the specified None
identifier exists.

PUT /optimizations/{optld}/start/wait

Run a preiously created and initialized optimizatian a synchronized way, waiting for the reape.

Parameters

Name In Type Required Descriptin
optld path string true G KS 2 LJGiA Y Aifiet

Exampleresponses
200 Response

{
"fitness" : 0,
"fitnessF  unctionlnvocations" . 0,
"optld" : "string"
"optimizedFlightSequence" |

"string"

]I
"slots” @ ]

}

Note that the return value fa succesful executioralso contains basktatistical information (fitness,
number of invocations of fitness funeti for computing fitness values). The syraious execution of
the Heuristic Optimizersiincluded for experimentation purposes. In a potlon vesion of the
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SldMachine system, theHeuiistic Optimizer would only be invoked using the asynchronous
implementation of the optimization run.

Responses
Status Meaning Description ~ Schema
200 OK OK OptimizationResultDT(

401 Unauthorized Unauthorzed None
403 Forbidden Forbidden None
404 Not Faund Not Found None

GET /optimizations/{optld}/result

Get then best solutions found by an optimization ruhavailable.

Parameters

Name In Type Requied Description

optld path string true the optimiz i A 2eftér A R

limit  query integer(int32) false the number of solutions to be returned

Example responses

200 Reponse
[
{
"fitness" : 0O,
"fitness  Functioninvocations" . 0,
"optld" : “string ",
"optimizedFlightSequence" |
"string"
1,
"slots" : ]
}
]
Responses
Status Meaning Description Schema
200 OK OK [OptimizationResultDTC
401 Unauthorized Unauthorized None
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Status Meaning Description Schema
403 Forbidden Forbidden None

404 Not Found Not Found; noesult available or optimization None
does not exist

GET/ optimizations/{  optld}/stats

Get currenstatistics for a specific optimization and its results, if available

Parameters

Name In Type Required Descrigion

optld path string true the optimizatioR& A R

Example responses
200 Response

{
"duration ": {
"nano" : 0,
"negative" : true ,
"seconds" : 0O,
"units" [
{
"dateBased" : true ,
"duration” : {},
"duration Estimated" : true ,
"timeBased" : true
}
1,
"zero" : true
3
"initialFitn ess": O,
"iterations" . 0,
"optld" : "string"
"requestTime” : "2019-08-24T14:15:227"
"resultFitness" 10,
"sta tus": "CREATED"
"timeAborted" : "2019-08-24T14:15:227"
"timeCreated" : "2019-08-24T14:15:227" ,
"timeFinished" : "2019-08-24T14:15:227 ",
"time Started" : "2019-08-24T14:15:227"
}
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Note that the schema of the captured statistics may be revised duringmbek on the Dashboard
component; the stastics obtained from the Heuristic Optimizereaa data source for the dabbard.
Additional meaures maye added, othemeasures may be dropped.

Responses
Status Meaning Description ~ Schema
200 OK OK OptimizationStatisticsDTC

401 Unauthorized Unauthorizd None
403 Forbidden Forbidden None
404 Not Found Not Found None

Schemas

In the followingwe descibe theschema éthe data transfer objects.

SlotDTO
{
"time" : "2019-08-24T14:15:227"
}
Name Type Required Restrictions Description
time  string(dae-time) false none none
OptimizationDTO
{
"fitnessEstimator" . string”
"flights" : [
{
"f lightld" : "stri ng",
"margins” : {
"scheduledTime" : "2019-08-24T14:15:227" ,
"timeNotAfte r": "2019-08-24T14:15:227" ,
"timeNo tBefore" : "2019-08-24T14:15:227"
"ti meWished" "2019-08-24T14:15:227"
|3
"scheduledT ime": "2019-08-24T14:15:227"
"weightMap" : [
0
]
}
Founding Members 61

A

EUROPEAN UNION ~ EUROCONTROL



D2.2 SYSTEM DESIGN DOCUMENT x>

x[x[5Ji SESAR

SlotMachine

I,
"initialFligh tSequence" : |

"string"
1, |
"optld" : "string"
" optimizationFramework" : "string"

"optimiza tionMode" : "PRIVACY_PRESERVING"
"optimizationSt  atus" : "CREATED;
"para meters" : {},

"privacyEngineEndpoint*  : "string"
"slots" : |
{
"time ": "2019-08-24T14:15:227"
}
1.
"timestamp” : "2019- 08-24T14:15:227"
}
Name Type Required Restictions Description
fitnessEstimator string false none none
flights [FlghtDTO false none none
initialFlightSequence  [string] false none none
optld string false none none
optimizationFramework string false none none
optimizationMode string false none none
optimizationStatus string false none none
parametes object false none none
privacyEngineEndpdin string false none none
slots [SlotDTQ false none none
timestamp string(datetime) false none none
Property Value

optimizationMode PRIVACY_P8®ERVING
optimizationMode NON_PRIVACY_PRESER?!
optimizatonStatus CREATE
optimizationStatus INITIALIZED
optimizationStatus RUNNING
optimizationStatus CANCELLED
optimizationStatus DONE
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OptimizationStatsticsDTO
{
"duration” : {
"nano” : O,
"negative" : true ,
"seconds" : O,
"units" [
{
"dateBa sed": true ,
"duration” : {},
"durationEstimated" : true ,
"timeBased" : true
}
1,
"zero" : true
h
"initialFitness" . 0,
“iterations" . 0,
"optld" : "string"
"requestTime" : "2019-08-24T14:15:227" ,
"resultFitness"  : 0,
"status” : "CREATED'"
"timeAborted" : "2019-08-24T14:15:227"
"timeCreated” : "2019-08-24T14:15:227" ,
"timeFinished” : "2019-08-24T14:15:227" ,
"timeStarted" : "2019-08-24T14:15:22Z"
}
Name Type Required Restricions Desciption
duration Duration false none none
initialFitness number(double) false none none
iterations integer(int32) false none none
optld string false none none
requestTime string(datetime) false none none
resultFitness number(double) false none none
status string false none none
timeAborted string(datetime) false none none
timeCreated string(datetime) false none none
timeFinished string(datetime) false none none
timeStarted string(datetime) false none none

Property Value
status CREATED
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Property Value

status IN_PRGRES!
status HANISHED
status ABORTED

TemporalUnit

{
"dateBased" : true ,
"duration" : {
"nano" : 0,
"negative" : true ,
"seconds" : O,
"units" [
{
"dateBased" : true ,
"duration” : {},
"durationEstimat ed": true ,
"timeB ased": true
}
1.
"zero" : true
b
"durationEstimated" . true ,
"timeBased" : true
}
Name Type Required Restrictions De<ription
dateBasd boolean false none none
duration Duration false none none
durationEstimaéd boolean false none none
timeBased boolean false none none
MarginsDTO
{
"scheduledTime" : "2019-08-24T14:15:227"
"timeNotAfter" : "2019-08-24T14:15:227" ,
"timeNotBefore" : "2019-08-24T14:15:227" ,
"timeWished" : "2019-08-24T14:15:227"
}
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Name Type Required Restrictions Description
scheduledTime string(datetime) false none none
timeNotAfter  string(datetime) false none none
timeNotBefore string(datetime) false none none
timeWished string(datetime) false none none
FlightDTO
{
"flightld" : "string"
"margins" : {
"scheduledTime" : "2019-08-24T14:15:227" ,
"timeNotAfter" : "2019-08-24T14:15:227" ,
"timeNotBefore" : "2019-08-24T14:15:227" ,
"timeWished" : "2019-08-24T14:15:227"
b
"scheduledTime" : "2019-08-24T14:15:227" ,
"weight Map™ [
0
]
}
Name Type Required Restrictions Description
flightld string false none none
margins MarginsDTO false none none
scheduledTime string(datetime) false none none
weightMap [integer] false none none
Duration
{
"nano" : 0O,
"negativ e": true ,
"seconds" : 0,
"units" [
{
"dateBased" : true ,
"duration" : {
"nano" : O,
"negative" : true ,
"seconds" : 0,
"units" @ [] ,
"zero" : true
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b
"durationEstimated" : true ,
"timeBase d": true
}
1,
"zero" : true
}
Name  Type Required Restrigions Description
nano integer(int32) false none none
negative boolean false none none
seconds integer(inté4) false none none
units [TempaalUnit] false none none
zero boolean false none none
OptimizationResulDTO
{
"fitness" : 0,
"fitnessFunctionlnvocations" . 0,
"optld" : "string"
"optimizedFli  ghtSequence" : [
"string"
I,
"slots" : ]
}
Name Type Required Restrictions Desciption
fithess number(double) false none none
fitnessFundbninvocations integer(int32)  false none none
optld string false none none
optimizedFlightSequence [string] false none none
slots [LocalDateTime false none none

4.3 Network Management Function

The Network Management dnction (NMF) provides information alout active reglations and the
current flight list for a given airport. Additionally, this servie&es care of validating inpits from
SlotMachine orthe network level. The SlotMachir@ontrollercomponent submitsolutions to the
flight prioritization poblem asproposd new flight lists to the NMFRnd receives; if any of the
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proposednew flight lissisacceted by NMFg confirmation about which candlate flight list becomes
the actual new fligt list.

GET /active

Checkif containeris active
Example esponses

200 Response

{

"active" : true ,
"auth" : false |,
"repos" : false ,
"watermark" : false ,
"billin  g": false ,
"scopes" : |
"admin" ,
"write"
"read"
]
}

Responses

Staus Meaning Description Schema

200 OK success Inline

Response $ema
Status Code€200

Name Type Required Restrictions Description
» active boolean false none none

» auth boolean false none none

» repos boolean false none none

» watermark boolean false none none

» billing boolean false none none

» s@pes [string] false none none

GET /info

container overview

Example responses
200 Response
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b |

"uid" : "string"

"title" . string”

"image" : "string"

"records” : O
}
Responses

Status Meaning Desaiption Schema

200 OK success Inline
Response &hema
Status Cod@00

Name Type Required Restrctions Description
» uid string false none none

» title string false none none

» image string false none none

» records integer true none none
POST /Fli ghtListUp load/{filename}
Uploada flight listresponse in XML format
Body parameter
file : string
Parameters

Name In Type Required Description
filename path string true none
body body object false none

» file body string(binary) false none
Exampé respanses
200Response
<?xml version= "1.0" encodin g="UTF8" ?>
<FlightLis t>

<content >string</ content >
</ FlightList >
Responses
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Status Meaning Description Schema

200 OK success FlightList

500 Internal Server EEor server error None
POST /flightListByAerodrome
configureresponse t@GET flightListByAerodrome
Parameters

Name In Type Required Description

identifier query string true none
Responses

Status Meaning Description Schena

200 OK success None

500 Internal Server Erro server error None
GET /f lightListByAerod  rome
Get currert flight listfor an aerodrome
Parametrs

Name In Type Required Description

aerodrome query string false aerodromeid (ICACcode)
Example resposes
200Response
<?xml version="1.0" encoding="UTF8" ?>
<FlightList >

<content >string</ cont ent >
</ FlightLi st >
Responses

Status Meaning Descripticm  Schema

200 OK success FlightList

500 Internal Server Erro server error None
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POST /flight Proposals
Providelist of flight poposals

Body parameter

{
"controller" : "string" ,
"regulation ": "string" ,
"optimizaions" : |
{
“id" . "stri ng",
"prio" : O,
"flights" : [
{
"f light* : "string"
"proposed” : 0O
}
]
}
]
}
Parameters
Name In Type Required Description

body body FlightPrposal false none

Responses

Status Meaning Description Schena
200 OK success None
500 Internal Server Erro server error None

POST /select edFlight List
Gonfigure response toPOSTflight Proposals

Body parameter

{
"endpoint" : "htt p://controller:8090" ,
"optimiz ation_id" : "string"
"solution_id" : "string "

}
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Parameters
Name In Type Required Description
body body object false
» endpoint body string true
» optimization_id body string true
» solution_id body string true
Regonses
Status Meaning Description Schema
200 OK suaess None
500 Internal &rver Error server error None
Schemas

In the following, we describe the schema of the data transfer objects

RightList
{

"content" : "string"
}

Name Type Required Description
content string false

FlightProposal

{
"contro ller" : "string" ,
"regul atio n": "string" ,
"optimizaions" : [
{
“id" : “string"
"prio" : O,
"flights" : [
{
"flight* : "str ing" ,
"proposed” : O
}
]
}
]
}
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Name Type Required  Description
cortroller string false unique gring identifying SlotMachine Controller
regulation string false name of regulation
optimizaions  [objed] false list of optimizaton proposals
» id string false some text
» prio integer  false priority
» flights [object] false list of flights in tls proposal
»» flight string false flight number
»» proposed  integer  false timestamp

4.4 Airspace User

The Aispace User component corsts of a REST interface (Sectdof.]) for interaction with the
Catroller and a WebSockenterface (Sectiod.4.2) for notifyingthe AU web apmbout regulations
and fourd/accepted ®lutions

4.4.1 RESTnterface

The AU REST interfade the maincomponent forthe AU componentto communicate withthe
SlotMachine system AU RIST handles authentication and authorization andall types of
communicationbetween AUs anthe SlotMachire system.

All requests arehecked against login/token servicei.e, if the user is stillogged in and allowed to
sendthe request.

POST /AUREBTSavice/rejectSolutions

Reject solution(s) provided by the optimization run.

Body parameter

{
"airlinel  d": "SWISS",
"regulationld” . "Regl234",
"optimizationld" . "Optb690" ,
"rejectedSolution s"
{
"airlineld" . "SWISS",
"regulationld ": "Regl234",
"optimizationld" : "Opt5690" ,
"solutionld" : "1"
}
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}
Parameters
Name In Type Required Description
body body RejectedSolutionListfr true Reject solutio(s) provide by the
optimization run.
Responses
Status Meaning Desciption Schema
200 OK Resource created string
400 Bad Request Bad Rquest string
500 Internal Server Eor Error duringregistration! string
default Default Therejection string

POST /AUREST&vice/registerForR egulation

Register an agpace user (dine) for a regulation type on an airport.

Parameters
Name In Type Required Description
airline query string true The drline identifier
airport query string true The airport identiier
regulaionType query string true The regulation typ
Responses
Satus Meaning Description Schema
200 OK Resource created string
400 Bad Request Bad Request string
500 Internal ServeError Error during registration! string
default Default The reyistration string
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POST /AURBTService/pushOptimizatio  nFlightList
Ser thel A NB& LJ @réferetzée$oNaach flight that should be peof the optimization.

Body parameer

{
"requestld ": "string" ,
"optimizationSession" : stri ng",
"flights" : [
{
"flightld" : "string" ,
"scheduledTime" : "2019-08-24T14:15:222" ,
"priority" . 0,
"notBefore” : "2019-08-24T14:15:2 27",
"notAfter" : "2019-08-24T14: 15: 227",
"timeWished" : "2019-08-24T14:15:227"
}
]
}
Parameters
Name In Type Required  Description
body body AusPrefFlighikt true Theairspacedza Spxeler@ences for each

flight that should be part of theptimization.

Example responses

200 Response
{
"regulationld" : "string" ,
"optimizationld" : " 0d6b6665- 5948- 4218- bf74 - bb86€549040e" ,
"airline Id" : "SWR]
"flights" : |
"flightld" : "FO1",
"weightMap" : |
{
"slotTime ": "2019-08-24T14:15:00Z" ,
"weight" : "1000"
h
{
"slotTime" : "2019-08-24T14:20:0 0Z",
"weight" : "1200"
3
]
}
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]
}
Responss
Status  Meaning Description Schema
200 OK Resource created WeightMapDTO
400 Bad Request Bad Request string
500 Internal Server Error  Error during registration! WeightMapDTO

The registration string

POST /AURESTServicdinvokeRegulati

A testing servicefor sendng a new regulation notifcation to the connected @ntroller va REST

onNotification

interface.
Parameters
Name Name Name In Type
airline query string true The airlineidentifier
airport query string true The aiport identifer
regulationType query string true The regulation type: DEPARTURERA/AL, or
EN_ROUTE
regulationld query string  true The regulation identifier
Example response
200 Response
Respmses
Status Meaning Description Schema
200 OK Resourcereated string
400 Bad Request Bad Request string
500 Internal Server Erro Errorduring sending! string
default Default The status. string
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POST /AURESTService/invokeNewRegula tion

A testing sericefor triggeringa newregulaion notification being £nt to the web clienton the open
WebSocket connection

Parameters
Name In Type Required Description
airline query  string true The aitine identifier
airport query  string true The airportidentifier
regulatinType query  string true The regulation typeDEPARTURE, ARRL,
or EN_ROUTE
regulationld query  string true The regulation idstifier
Responses
Status  Meaning Description Schema
200 OK Resource created string
400 BadRequest Bad Request string
500 Internal Server Error  Error during sending  string
default  Default The status. string

POST /AURESTService/callbackEndpoint
Thenoatification endpoint for getting wtified by theController.

Body parameter
n {. i .} n

Thebodymay be different typs of JISON a@ouments notifyinghe AUof a changeThe body can be a
RegilationNotificationDTO or a SolutionNotificationDTO.

Paraneters

Name In Type Required Description

body body string true The notification olgcts asstring representations of JISON
documents.
Responses
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Status Meaning Description Schema
200 OK Resource reated string
400 Bad Request BadRequest string
500 Internal Server Errol Error during registratior string
default Default The status. string

GET /AURESTService/token

Endpoint for checkini the authentication token for aairspae user is valid

Parameters
Name In Type Required Description
authorization header string true The authentication token
useName query string  true The user ame
Responses
Status Meaning Description Schema
200 oK Token valid string

400 Bad Reques BadRequest string
403 Forbidden  Token invalid! string
default Default The auh token. string

GET /AUREST Service/getFlig ht Lis tForOptimization

Get the currentlight list for anairline on an airport that can beptimized.

Parameters

Name In Type Required Description

airlineld query string true The airlhe identifier
airportld query string true The airport identifier

Responses

Status Meaning Description Sclema
200 OK Resource created FlightListDTC
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Status Meaning Description Sclema
400 Bad Rquest Bad Request string
500 Internal Sever Error Error duing registration! FlightListDTC
default Default The FligtList FlightLisDTO

GET /AURESTService/auth entic ate

Endpoint authenicatiorand auhorization of an arspaceuser by providing a basiauthorization
header

Parameters

Name In Type Required Desciption

authorization header string true Base64 authenticain
Responses

Status Meaning Description Shema

200 OK Tokencreated string

400 Bad Reques Bad Request string

403 Forbidden  Loginforbidden string

default Default The authtoken. string

CET /AURESTService/actualProvidedSo lutions

Get the actual prvidedsolutions for the current optimizatiorun.

Parameters

Name In Type Required Description

optld query string true The identifierof the optimization run
Responses

Status Meaning Descripton Schema

200 OK Solution(s) proided SolutionListDTO

400 Bad Request Bad Request string

500 InternalServer Error  Error during registratio SolutionListDTO
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Status Meaning Descripton Schema
default Default The actual provide Solutions  SolutionListDTO

GET /AUREST&r vice/actualAccep ted Solution

Get the actual acceptksolutions for the curraet optimization session.

Parameters
Name In Type Required Description
optld query string true The identifier of the optimization run
Responses
Status Meaning Description Schena
200 OK Solutior(s)accepted! SolutionListDTO
400 Bad Request Bad Request string
500 Internal Server Error Error durirg registration! SolutionListDTO
defaut Default The actual provided Solutions  SolutionLidDTO

DELETE /AURESTService/unregisterFrom Regulation

Unregiger an airspace user (airline) farregulationtype at an airport.

Parameters
Name In Type Required Description
airline query  string true The airline identifier
airport query  string true Theairport identifier
regulationType query  string true The typeof regulation: DEPARTURE,
ARRIVALor EN_ROUTE
Responses
Status Meaning Description Schema
200 OK Resource created string
400 Bad Request Bad Request string
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Status Meaning Description Schema
500 Internal Server Error  Errorduring registration!  string
default Defaut The unregistratin string
Schemas

In the following, we describe the schea of the data transfer objects that are excigad between the

Airspace User RESiterrface and other components.

RegulationNotficationDD

{
"airlineld" "string"
"airportld  ": "string"
"reg ul ationld" : "string
}
SolutionNotficationDTO
{ o
"optimizationld" Yy OOOEI Ce
"regulationld” vy OOOET Ce
"airportld" "string"
"airlineld" "string"
"airportld" "string”
"solutionStat  us": "string
}
AusPrefFlightList
{
"re questld" "string"
"optimizationSessio  n": "string"
"flights" : [
{
"flig htld ": "string" ,
"sched uledTim e": "2019-08-24T14:15:22Z2"
"priority" : 0,
"notBefore" "2019- 08-24T14:15:227" ,
"notAfter" "2019 - 08- 24T14:15:2 27",
"timeWished" : "2019-08-24T14:15:22 7"
}
]
}
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Name Name Name Type Required
requestld string false none The unigue request ID from
getFlightListForOptimization
optimizationSessior string false none theopi A YAT FGA2YyQ
flights [PrefFlight] false  none Thelist of Flights (FligDTO)
PrefFlight
{
"flightld" : "string”
"scheduledTime" : "2019-08-24T14:15: 227",
"priority" . 0,
"notBefore" : "2019-08-24T14:15:227" ,
"notAfter" . "2019-08-24T14:15:227"
"timeWished" : "2019-08-24T14:15:227"
}
Name Type Required Description
flightld string false The unique Flightlentification
scheduledTime string(datetime)  false The slottime of the flight
priority integer(int32) false a numeric priority
notBefore string(datetime)  false TheUTCQime before the fight should
not be scleduled
notAfter string(datetime)  false TheUTGQime after that the fligh
shoul not be scheduled
timeWished string@ate-time)  false The preferred UTC time of the flight
schedule in
WeightMapDTO
{
"regu lati onld" : "string" ,
"o ptimizationld" : "str ing" ,
"airlineld" . string"
"flights" : |
{
"flightld" : "stri ng",
"weightMap" : [
{
"slotTime" : "2019-08-24T14:15:22Z2" ,
"weight ": "string"
}
]
}

Founding Members 81

EUROPEAN UNION ~ EUROCONTROL



D2.2 SYSTEM DESIGN DOCUMENT

SESAR

JOINT UNDERTAKING

x5}

SlotMachine
]
}
Name Type Required Description
regulatonid string false the regulation identifier
optimizationld string false the optimizati2 y @Qentifier
airlineld string false The airline identifier
flights [WeightMapFligtDT  false The weight map for eaclight and
(@] slot combinaion

WeightMapFlighDTO

{
"flightld" "string”
"weightMap" : |
"slotTime" "2019- 08- 24T14:1 5:227"
"weight" "string"
}
]
}
Name Type Required  Description
flightld string false The flight identifier
weightMap [WeightMapObjetbTd false A weight nap assigning a weight/utility to
each slot
WeightMapObjectDTO
{
"slotT ime": "2019-08-24T14:15:227" ,
"weight" "string"
}
Name Type Required Description
slotTime string(datetime) false The time and datef the slot.
weight string false The assigné weight
Flight
{
"flightld" "string”
"keys": {
"aircraftld" "string"
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"aerodromeOfDeparture” : "string"
"nonlCAOAerodromeOfDeparture” : true ,

"airFi  led" : true ,

"aerodromeOfDestinati  on": "string" ,

"nonl CAOAerodromeOfDestination" : true ,

" estimatedOffBlockT ime": "2019-08-24T14:15:227"

h

"ai rcraftTy pe": "string" ,

"scheduledTakeOffTime" : "2019-08-24T14:15:227" ,
"estimatedTakeOffTime" . "2019-08-24T14:15:227" ,

"aircraftOp erat or" : "string"
"op eratingAircraftOperat or" : "string" ,

"slotlssued" : true ,

"delay" : O,

"mostPenalisingRegulat  ion" : "string",
"filedRegistrationMark" : "string”
"slotSwapCounter" : {

"currentCounter" : 0,
"maxLimit* : 0O

}
}

Name Type Required Description
flightld string true Theflight identifier
keys Flightkey false
aircratType string false
schaluledTalkeOffTime string(datetime) false
estimatedTakeOffTime string(datetime) false
aircraftCperator string false
operatingAircaftOperator  string false
slotlssued boolean false
delay integer(int32) false
mostPendisingRegulation  string false
filedRegidrationMark string false
slotSwapCounter SlotSwapCounter false
Flightkey
{

"ai rcraftld" : "SWR10",

"aerodromeOfDe part ure" : "FAOR,
"nonl CAOAerodromeOfDeparure" : false ,

"airFiled" : false ,
"aerodrome OfDestination” : "LOWW
"no nlICAOAemdromeOfDestination" : true ,
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"estimatedOffBlockTime" "2019 - 08- 24T14:15:222"
}

Name Type Required Description

aircraftld string true Theaircraft idertifier

aerodromeOfDparture string true The (ICAOQ) idetfiiier of
departure aerodrome

nonlCAOA®dromeCDeparture boolean false Whether the departure
aerodrome is not recognizec
by ICAO

airFiled boolean false

aerodromeOfDestinabn string true The (ICW) identifier of
destnation aerodrome

nonlCAOAerodromeiDestinaton  boolean false Whether thedestinaion
aerodrome is not recognizec
by ICAO

estimatedOffBlockTime string(datetime) false Estmated timethat the

FlightLst
{ .
"requestReceptionTime"
"requestld" "stri  ng",
"o pt imi zationSession”
"regulationld" "string"
"currentServerTime"
"cutOffTime"
"nex tOptRun" :
"slots" : |
{
"slotTi me":
}
1,
"f lights" : |
{
"flightld" "string"
"keys" : {
"aircraf tld" : "string"
"aerodromeOfDeparture

"non ICAOAerodromeOfDeparture” :

"airFiled" tru e,

"ae rodromeOfDestination"
"nonlICAOAerodromeOfDestination”
" estimatedOffBlockTime"

}

"aircraftT

ype .

Founding Members

EUROPEAN UNION ~ EUROCONTROL

"string”

"string"
"2019-08-24T14:15:227"

"2019 - 08- 24T14:15:227"
"2019-08-24T14:15:227" ,

"2019 - 08- 24T14:15:227"

"string"

"s tring"

true

"2019-08-24T14:15:2 27",

true

aircraft starts novement
associated wittdeparture

"2019 - 08- 24T14:15:227"
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"sc heduledTakeOffTime" : "2019-08-24T14:15:227" ,
"esti matedTakedfTi me"™ "2019-08-24T14:15:22 7",
"air craftOperator" : "string" ,
"operatingAircraft Operator" : "string" ,
"slotlss ued": true ,
"delay" : O,
"mostPenalisingRegulation"” : "string”
"f iledRegistrationMark" . string”
"slotSw apCaunter" : {
“curren tCounter" : 0,
"maxLimit" : 0
}
}
]
}

Name Type Name Required

requestReceptionfe string(datetime) false  The time vihenthe getFlightList regest has
been answeed

requestld string false  The unique requestentifier
optimizationSessin string fale the2 LIWAYAT FGA2Yy Q& AR
regulationld string false  the regulation identifier
currentServerTime string(datetime) false current time on theSlotMachinenstane
cutOffTime string(datetime) false latest imethe AU can send higreferences
nextOptRun string(datetime) false  next time the optimization run is schedulet
slots [Slof false  the available slots for theaxt optimization
run
flights [Flight] false list of flights that can be part of the
optimization
Slot
{
"slotTime ": "2019-08-24T14:15:227"
}
Name Type Required Description
slotTime string(datetime) false The date and time of the slot

SlotSwap@unter
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{

"currentCounte r": O,

"maxLimit" : O
}

Name Type Name Description

currentCounte  integer(int32) false

max.limit integer(int32) false
FlightDTO

{

cflightld  e: &string e,
ckeysa: {
caircraftld 2: 2string e,
caerodromeOfDepartu ree: Zstrin ge,
2nonlCAOAerodomeOfDeparture 2: tr ue,
cairFiled a: true ,
c2aerodromeOfDest inat ion 2: 2string e,
enonl CAOAerodraveOfDestination 2: true
cestimatedOffBlockTime 2: 22019-08-24T14:15:227 2
h
caircr aftType 2: &string e,
eschedul edTakeOfTi mes: 22019-08-24T14:15:227 2,
cestimated TakeOffTime 2;: 22019- 08- 24T14:15:227 2,
caircr aftO perator 2: &string e,
2operatingAir  cr af tOperator 2: &2string e,
cslotlssued 2: true ,
cdelay 2: 0,
2mostPenalisingRegulation  2: 2string e,
cfiledRegistrat ionMark e: 2string e,
cslotSwapCounter 2: {
ccurr entCounter 2: 0,
emaxLimit" : 0

}
}

Name Type Required Description
flightld string false The flight identifier
keys FlightkeyDTO false

aircraftType string false

scheduledTakeOffTime  string(datetime) false

estimatedTakeOfiime string(datetime) false

aircraftOperator string false
operatingAircraftOperator string false
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slotlssued boolean false
delay integer(int32) false
mostPenalisingRegulatior string false
filedRegistrationMark string false
slotSwapCounter SlaSwapCounterDT( false
FlightkeyDTO
{
"aircraftld" . "string"
"aerodromeOfDeparture” : "st ring" ,
"nonl CAOAerodromeOfDeparture" : true ,
"airFiled" : true ,
"aerodromeOfDestination" : "stri ng",
"nonlCAOAerodromeOfDestination ": true,
"estimatedOff BlockTime" : "2019-08-24T14:15:227"
}
Name Type Required Descriptian
aircraftld string false The aircraftidentifier
aerodromeOfDeparture string false
nonlCAOAerodromeOfDeparture boolean false
airFiled boolean false
aerodromeOfDestination string false
nonlCAOAerodroeOfDestination boolean false
estimatedOffBlokTme string(date false
time)
FlichtListDTO
{
"optimization" @ {
"regulationld" . "LDABO4D',
"requestReceptionTime ": "2019-08-24T14:15:22Z7" ,
"reque stid ": "B2B_CUR45318",
"optimizationld" . string”
"state” : "WAIT_FOR_INPUTS"
"currentServerTime" : "2019-08-24T14:15: 227",
"cutOffTime" : "2019-08-24T14:15:227"
"nextOptimizationRun"  : "2019-08- 24T14:15:22Z2"
3
"slots" : [
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{
"slotTime" : "2019-08-24T14:15:227"
}
1,
"flights" |
{
"flightld" . "F1Y,
"keys" : {
"aircraftld" : "SWR139,
"aerodromeOfDeparture” : "LOWW
"nonlCAOAerodromeOfDeparture” : false ,
"airFiled" : true,
"aerodromeOfDestin ation" : "LSZH,
"nonlCAOAerodromeOfDestination" : false |,
"estimatedOffBlockTime" . "2019-08-24T14:15:227"
3
"aircraftType" : "A333',
"scheduledTakeOffTime" : "2019-08-24T14:15:227" ,
"estim atedTak eOff Time": "2019-08-24T14:15:227" ,
"air craf tOperator" : "SWR,
"operatingAircraf tOperator" : "SWR,
"slo tlssued" : true,
"delay" : O,
"mostPenalisingRegulation” : "string”
"filedRegistrat ionMark" : "string"
"slo tSwapCaunte r" : {
"curre ntCounter" : 0,
"maxLimit" : O
}
}
]
}
Name Type Required Description
optimization OptimizationDTO false The optimization information
slots [SlotDT] false The available slstfor the
optimization
flights [FlihtDTO] false The flightsfor the optimization
OptimizationDTO
{
“regulationld”  : "strin g",
"requestReceptionTime" : "2019-08-24T14:15:227" ,
"requestld" : "string" ,
"optimizationld" . "string”
"state" : "WAIT_FQR INPUTS"
"currentServerTime" : "2019-08-24T14:15:227"
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"cutOffTime" : "2019-08-24T14:15:227" ,

"nextOptimizationRun"  : "2019-08-24T14:15:222"
}

Name Type Required Description

regulationld string false The regulation identifier

requegReceptionTime string(datetime) false The time whenhe
getFlightList regest has be
answered

requestid string false the unique requestd

optimizationlid string false the optimizaton identifier

state string false Thestate of the
optimization:

WAIT_FOR_INPUTS,
CUT_GF TME_REACHEL
OPTIMIATION_RUNNING
WAITINS_FOR_REJECTS
WAITING_FOR_NM_
CONFIRMATION

currentServerTime string(datetime) false the current time on the
SotMachine nstance

cutOffTime string(datetime) false latest time the AU can sen
his peferences
nextOptimizaionRun  string(datetime) false the time when the next

optimization is starting

SlaDTO
{
"slotTime" : "2019-08-24T14:15:227"
}
Name Type Required Degription

slotTime string(datetime) false

SlotSwapCounterDTO
{

"c urre ntCounter" : O,
"maxLimit" : 0
}
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Name Type Required Description

currentCounter integer(int32) false

maxLimi integer(int32) false
SolutionDTO
{

"regulationld” : string”

"optimizationld" . "string”

"so lutionld" : "string"

"priority" . 0,

"flights" : |

{
"flightld" : "stri ng",
"slotTime" : "2019-08-24T14:15:227"
}

]
}

Name Type Required Description

regulaionid string false the regulation identier
optimizationld string false the optimization identifier
solutionld string false the uniqueid of thesolution
priority integer(int32) false the priority ofthis solution
flights [SoluionFlightDTQ false flight information for the solution
SolutionFlightDTO

"flightld" : strin g",

"slotTime" : "2019-08-24T14:15:2 27"
}

Name Type Required Description

flightld string false The flight identifier

slotTime  string(datetime) false Thedate and timeof the slot
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SolutionListDTO
{
"regulationld" . string”
"optimizationld" : "st ring" ,
"currentServerTime" : "2019-08-24T14:15:227"
"reje ctuntil" : "2019-08-24T14:15:227" ,
"solutions" : [
{
"reg ulat ionld" : "string"
"optimizationld ": "string"
"solutionld" . string"
"priority"  : 0,
"flights" : [
{
"flightld" . "string ",
"slotTime" : "2019-08-24T14:15:22 Z"
}
]
}
]
}
Name Type Required  Description
reguationld string false the regulation identifier
optimizationld string false the optimization identifier
currentServerTime string(datetime) false current time on he SltMachine insance
rejectUntil string(datetime) false the time wntil a reject can bsend
solutions [SolutionDTO false the solutions to be rejected

4.4.2 WebSocket Interface

The WebSocket iterface serves the AU REST componéntnotify the AU web appabou issued
regulaions, proposed new flight lists, and the fligkst finally acceptedy the NMFE Exchang of
heartbeatmessagebetween AURESEand AU webappguarantees a stableonnection

The Websocket Endpoint is reachable/AUClientRestWSEndmt on each AU instice.

Heartbeat is initiated by th&U web appy ®nding a HeartbeatRpiestmessageandthe AU REST
componentreturnsa HeartbeatRespongeessage.
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HeartbeatRequest

2 0AN@®O) Az k  OOEA

2i OOAOQEIT T aQuBTet m2 %

2O0AT A4ET Aa&Timex4 # $ A
}

HeartbeatResponse

20ANOAOCO) Aek .  OOEA ¢

21 OOAOEHBIRA&X @/ . 3 %et

2 OAT AeBJTCDateTime>,

200A0Azk  #I .. %# 4 %S$ .
}

In the following, we d&ne the messages sent from the AU REE®Bmponent to the AU web app.

NewRegilationNotification:

{
21 QOEIT T aka. W7MmRre m! 6! ), 1", %et
2AEOOPAAA5 OAOQedld AEOPAAASO
2AEODPI OOz, AEODIT
20ACOIl ARGeEKi TQACOT AGET 1) A

}

NewProposedSolutionsNoticiation:

{
21 OOAOET T RROBOSEIORUTIONS AVAILABEE

21 DOEI EUeSDET J B2k . | DOE BeBsUGIMOET 1
}

NewAccetedSolutionsNotification

{

21 OOA OENEWACERTED _SOLUTION_AVARLE,

21 POEIEHUMBAOOEI T )Azk .1 POEI EUEAOETT13A00ETT) A,
}
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4.5 Dashbard

We do not intend to implement a vieservice interface for accessingetbasiboard component.

Raher, the Dashboarccomponent is a user interface thaetrieves different metric data to ke

displayed fromthe interfacesprovided by othercomponents particult N¥ @ G KS | SdzZNA&ad A O
returned statistics about optimization§ he main componeh to provide aggregated da for the

dashboard however, will bethe Contoller. The definition & those interfacesand interaction will

depend on the further deMepment and will be specified and fitized at a later point

4.6 Privacy Engie and MPC Nodes

PUT /ses sion Clear

Create a Bw session using a cletaxt weightmap. The weight-map is a rectangalr matrix (list of
lists)

Body parameter
[ 10,0,0 ],[0,8,4],[0,3,9 1]

Parameters

Name In Type Required Description

body body array[array] false none

Responses
Staus Meaning Descriptbn Schema
201 Created Successful Respons Inline
400 Bad Request BadReqlest Error
422 Unprocessable Entit Validation Error HTTPVatiationError
500 Internal Server Error Internal Server Erro Error
GET /nodes

Geta list of MPQodes

Responses

Status Meaning Description Schema

200 OK Successil Response Inline
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GH /st atus

Getthe aurrent gatus of the Privacy Engine.

Responses
Staus Meaning Description Schema
200 OK Successful Respons Inline

503 Servce Unavailable Servce Unavailable Error

PUT /sessionSecret

Create a n& session ugg secretshared weighimaps(one for eaciMPC nodg The weighimap is a
dictionary, cotainA Yy 3 T2 NJ S| OK a tettangliarRratrixqlist LaSi§NBededments NJ
(weights w) are encoded (secrshared) br each MPC node and engtgd underthe publickey of the
respectve MPC node.

Body parameter

{
"A": [[<<wi1 encoded for A> encrypted under pk = s»>,<<wiz A AA L L FH
[<<w2: encoded for A> encry ptedunderpk as><<w» A , A _t A  #Ft
[<<ws; encoded for A> encrypte  dunderpk s~><<wp A, At ], A
"B": [A],
"C": [A]
}
Parameters
Name In Type Required Descrption
body body object false none
» additionalProperties body [array] false none
Responses
Status Meaning Descrption Schema
201 Created Successful Respons Inline
400 Bad Request BadRequest Error
422 Unprocessable Entity Validation Error HTTPValigtionError
500 Internal ServeError Internal Server Eor Error
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Retun a cleartext fitnessvalue fora given list ofndices. For a wght map [[12, 13], [2334]], an input
of [0, 1] should return 46. [1, O] should return 3®d any other inpushould return arerror.

Body parameter

[0,1]
Parameters
Name In Type

Requied Description

body body array[ineger] false none
Responses
Staus Meaning Description Schena
200 OK Sucessful Response integer
400 Bad Request Bad Reged Error
422 Unprocessable Entit Validation Error HTTPValidationErrac
500 Internal Server Ear Internal Server Eor Error

PUT /computePopulationOrder

Retun the maximum fitness Yae and an orderedist of configurations. For a weightap [[12, 13,
[23, 34]], an input of [[0, 1]1], O]] should return a maximum of 46 aadist [0, 1].

Bodyparameter

[0.1]

Parameters

Name In Type Required Description
body body array[array] false none
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Example reponses
200 Response
{
"maximum™ 0,
"orde r" : [
0
]
}
Responses
Status Meaning Description Schema
200 OK SuccessfuResponse MaxOrderelResponse
400 Bad Rguest Bad Request Error
422 Unprocessable Eity  Validation Error HTPValdationError
500 Internal Server Error Internal Server Erro Errar
PUT /computeClearing

Returnthe calculated transactions of tokens be®w flights for a gien final sequece.

Body parameter

[0,1]

Parameters

Name In Type Requred Description
body body array[integer] false none

Example responses

200 Resporss
{
"values" : |
0
]
}
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Response
Status Meaning Description Schema
200 OK Successful Respsan  ClearingResponse
400 Bad Request Bad Request Error
422 Unprocessalte Entity ValidationErrar HTTPValidatnError
500 Internal Server Error Internal &rverError Error
PUT /
Encode

Secretshare a weightmap Input is a rectangulanatrix Outputis & I LJ T NR.YAQX @ 4 K| NB a
the input weightmap

Body paraneter

I

Parameters
Name In Type Required Description
body body array[array] false none

Exanple responses
200 Response

{ "pr opertyl" : [
[
0
]
1.
"property2" : [
[
0
]
]
}
Responses
Status Meaning Description Schema
200 OK Successful Respons Inline

422 Unprocessable Entity Validation Error HTTPValidationkor
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Response Schema
Status Cod@00

Response Encode Put

Name Type Regured Restrictions Descriptbn
additionalProperies [array] false none none
Schemas

In the Pbllowing, we describe th sclema of the daa transfer objects.

ClearingResponse

{
"valu es": |
0
]
}
Name Type Required Restrictions Description
values [number] true none none
Error
{
"code" : O,
"message”: "string"
}
Name Type Required Restrictions Description
code integer false none none
message string false none none
HTTPVhdationError
{
"detail” : |
{
"loc" [
"string"”

1,

"msg": "stri ng",

"typ e": "string"
}
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}

Name Type Required Restricions Description
detail [ValdationErroj false none none
MaxOrderedResponse
{

"maximum”; 0,

"order" : [

0

]
}

Name Type Required Restrictions Description
maximum integer false none none
order [integer] false none none

ValidationError

{

"loc" 1 [

"string"

I,

"msg" "string”

Iltypell : "String"
}

Name Type Required Restrictions Description
loc [string] true none none
msg  string  true none none
type string true none none

4.7 Blockchain Cedit Wallets, and Wallet Management

The blockchinis used mainly foraditability purposes, to provide transparency for the paipating

Alad @ ¢ Kcgedit balang@s are pwdically pushed to the blockchaindfear textfor any AUo see,
but not in real-time. In the following, we firstefine theinterfaces for writingo the blockchain bfore

discussing some options for the @ieWallets and WalletManagement, which athis stage of the
development are not yefinally specified.
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4.7.1 Blockchain

Each blokchain application provides an inteda for baic querying. Furthermag, the blockchain
applicationallowsfor the creation of a transactionon the blockchain in ordeto update the credit
balances. Only th€reditManagenent componentcanupdatethe credt balancessince that function

is praected and tied to the Credit Maagemant account The credit balances can be queried by
evelyone who ha access to a blockchailent.

POST /set_credits
Sets the current creditalances.

Body paameter

[

{
"participant" : "SWISS",
"balance" : 100
}
]
Parameters
Name In Type Requied  Descriptin
body body array[object] true The speffication d the credit balance per participd.
Responses
Status Meaning Descriptian Schema
200 OK Sucessful Response Inline
400 Bad Request Bad Request Error
422 Unprocessable Entity  Validaion Error HTTPValiationError
500 Internal Server Error  Internal Sever Error Error
GET /credit

Queies the credit balances for all partieipts. The output ipaginated, i.e., wilbe returned on multiple
page if theresult wauld be long. Paginatiooptions can be saising the paramedrs.

Parameters

Founding Members 10C

O

EUROPEAN UNION ~ EUROCONTROL



D2.2 SYSTEM DESIGN DOCUMENT

x[x[5Ji SESAR

SlotMachine
Name In Type Requred  Description
pagination.key query byte true
pagination.offset query uint64  true
pagindion.limit query uint64  true

pagination.countTotal query

boolean true

The number airspaceserbalances per
page.

pagination.reverse  query

Regonses

Status Meaning

boolean true

Description

Schema

200 OK
400 Bad Request

Successful Response  Inline

Bad Request

422 Unprocessable Entity Validation Error

500 Interna Sewer Error

GET /credit /{ $participan

Error
HTTPVadiationError

Internal Server Error Error

t}

Queries the credit balance of particular participant.

Parameters
Name In Type Required Description
participant path string true The id of the aiggsace usethat the credit
balanceshoud beretrieved for.
Responses

Status Meaning

Descrption

Schema

200 OK

400 Bad Request

422 Unprocessable Emyi
500 Internal Serer Error
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4.7.2 Credit Walles andWallet Management

The Wallet Maagement willeither be realized as a module Bomponent) of the Controller or runs
in a separate containein the latter casethe Controller would interact withite Contrdler via a REST
interface. The Credit Wallés could be realized using a databasanagement sstem, e.g., a relational.
In thatcase, rather than using a REST interftoe Wallet Managemet could interact wih the Credit
Wallets using the datals® managment 4 & a8 0 SYQa ilidgl BRd:, (SQL ISHRUUPDATE
statementsvia JDBC conngan.
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5 Sequene Diagrams

This chaptedefines tre data flows betweerthe functional compoentsdescribed in Gapter 3.

5.1 Controllerand Network Management Function

The sequece dagram belowillustrates theinteraction betweenthe Controller component (see
Section3.3) and simulated Network Management Functdfunctional Components section 3.2), as
well as alrest Engineer specifying how NMF sldaesporse © requess from the Contoller.

|Contraller |Network Managemenl Funct:l o:ns
Test Engin

ISetu]'
= T
_POSK | ightListByAerodr
200K _
|l oop /
| . .
lCurrent Fl i gi.
GETf |l ightListByAerodrome _

_200KCont:ehightlList

JFlight List

L
I

=

POSH |l ight Proposal s

>
>

_ 200K

_POSBel ectedFIl ightLigt

200K

>
>

POSMpti mi £ &pi)fdbdbutaicearept

200K

>
>

|Contraller Net wor k Managemenl FurT(%?}%ﬁgg'n

Figure 7. Interaction between Conbller and Network Management Functions

5.2 Controllerand Airspace User

Hgure8firstillustrateshow the AU components areitralizedandregisteled for notificatons with the
Controler. For infoming the AUveb appthat new infomation is availablethe AU REST compenmt

employsa WebSockieconnectian, which theAU web apgnitiates. In order to keep theWebSocket
connectionopen, aheartbeatisregularlysert from the web appo the REST endpoinivhichresponds
with an acknowledment By regularly sending a heartbeaessage, the AU welpp cancondantly

check ifthe connection isstill open and sendinghnessagess possible
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Fgure 8 then illustrateshow the AU REST corapent is responsible for handlingtpmmunication
between AU and the Controlldfor the ommuniation betweenthe AU RESand Controlleythe HTTP
protocol is used The AU REST companeccesss the Contrd f SN & w9 Thé AURESR LJ2
component, in tun, provides a dedicatedRESTendpant (callbackEndpointfor the Controller to
submit notificatons.Whenthe AUsubscribego receiving notificions aboutairport regulatiors, the
callbackEngoint is regstered with theController.

As soonas a regulatio is available anthe regulationmeets the criteria ofa registration,i.e., the
registration is for the same regulation type and airport the ontroller sends a
RegulationNotificabnDTO mesage to the registered AU RESTomponent, vhich forwards the
notification via the WebSockebnnetion to the AU web @p. The web app displaysformation abou
the reguhtion, requestingthe flight list for that regulation from the AU RESTomporent, which
forwards the requesto the Controller. he Controller returnsthe flight list for theairspaceuserto the
AU REST interface, which forwards the flightttidhe web app, which displays the flight listhe AU
may thenfill in the preferencegTimeWisted, NotBefoe, NotAfer, Pricrity).

Whenall preferencesfor flightsare filled in,an operator fom the AUcan submitthe preferencego

the AUREST compongrwhich conputesthe weights, creating the weighmhap. In privacypreserving

mode, theweights are ercryptedand submiited in encrypted fom to the Controller.To this end, the

AU REST componetita S& 'y Sy O2RAy 3 &SNIIA OS3 enssisAroshowdl y 0 S
in Hgure8).

As soon aanoptimization runhasfinished, the Contoller informs the AUREST coponentabout the

avalability of proposed solution@~igue 9). TheAU REST componeforwards the notfication via the

open WebSocketonnedion to the AU web appwhich triggerdghe loadng d the proposedflight lists

to be dispayed onthe AU web @p so that the! | Qa 2 td6 &d ahdchithpare the results. All
proposedsolutions thatdo nat meet the2 LIS NI G 2 NDa ONX (i $shlitibns tBdt afe notS NB 2 S
rejected willbe submited by the @ntroller to the NMFfor approvement.

When there isa solution accepted by the NMEhe Controller notifies the ABEST componenta the
WebSockée connection and the AU web app loads thacceptedsolution from the Controllewvia the
AUREST terface
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