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Artificial intelligence to increase rail track safety 

The Austrian Research Promotion Agency (FFG) is funding the HARMONY project to explore the 

use of artificial intelligence (AI) to detect irregularities on railway tracks. The project, run by 

Mission Embedded, Frequentis, and the Institute of Computer Technology at the Vienna 

University of Technology, will investigate the use of an innovative track monitoring system that 

uses sensors and AI to detect anomalies on the track infrastructure. This aims to prevent 

consequential damage at an early stage and avoid potential accidents. 

The railway is the number one mode of transportation for tackling the climate crisis without restricting 

the mobility of people or goods. Safety and reliability play an important role in keeping passengers 

moving and are only upheld through the careful maintenance of the track infrastructure. Maintenance 

methods to date consist of frequent, surface checks by the rail operator's staff and irregular, precise 

monitoring with cost-intensive measuring vehicles. However, this model is reaching its economic limits. 

Intelligent monitoring system for track infrastructure  

The FFG project "HARMONY" (Human-Assisted Real-time MONitoring of infrastructure and obstacles 

from railwaY vehicles) is researching a more efficient and economical method for monitoring track 

infrastructure. The focus is on an intelligent system to be mounted on regular trains that uses sensors 

to scan the track infrastructure during normal operation as well as artificial intelligence to automatically 

detect and report anomalies on tracks, track beds, and switches. In this way, potential hazards such as 

track breaks, track damage, or vegetation growth are detected at an early stage. This also helps rail 

operators to make informed decisions on necessary maintenance work. 

In addition to intelligent sensor data processing on the moving train, the HARMONY project also 

addresses human factors to increase end-to-end system security and user acceptance. A key element 

here is the development of the new role of the remote analyst, supporting the decision-making process 

remotely. This new role is also relevant for AI applications in other areas where intelligent machines are 

used.  

With the Austrian Federal Ministry for Climate Action (BMK) as a funding body, this research project 

can offer a customised high-tech solution made in Austria for rail operators from all over the world. 

Mission Embedded is one of the worldwide pioneers in the field of intelligent sensor and assistance 

systems for rail vehicles and has many years of experience and expertise in the areas of sensor 

integration, machine learning, automatic data processing, as well as safety and security for mission-
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critical applications. High-quality sensor data from several previous projects lay the foundation for the 

present project. As consortium leader and expert for highly reliable software and hardware, Mission 

Embedded is mainly responsible for the technical development of the project.  

The Institute of Computer Technology (ICT) of the Vienna University of Technology contributes its 

long-standing research know-how, its extensive expertise in embedded systems, embedded machine 

learning, as well as sensor data analysis and makes an essential contribution to the technical 

development.  

Frequentis - Control Room Consulting (CRC) contributes decades of experience in safety-critical 

environments with process analysis and information flow design and is responsible for maximising the 

end-to-end security of the overall system. Frequentis CRC also addresses user-specific challenges. 

Key issues such as user acceptance, visualisation of multi-sensor data, and ultimately the role definition 

of the remote analyst, are addressed accordingly by way of stakeholder analysis, information flow 

analysis, and human performance analysis, among others. 

  

© Mission Embedded 

This research project is a great example of disruptive innovation – innovation that does not build on 

existing processes – through automation and artificial intelligence. In order to prepare for the transition 

in a meaningful and safe way, the current and future situation must be evaluated in depth. 

The results of this challenging research project will provide a solid basis for monitoring the track 

infrastructure more seamlessly and cost-effectively, thus enabling even safer and more reliable rail 

operations. 

Promoted or financed in the programme "IKT der Zukunft" (Future of Information and Communication Technology) by the 

Federal Ministry for Climate Protection, Environment, Energy, Mobility, Innovation and Technology (BMK). 
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About Mission Embedded 

Mission Embedded develops and supplies intelligent product innovations for professional applications in safety-critical 

fields such as railway, special vehicles, industry, air traffic control, and medical technology. Our focus is on assistance 

systems, autonomous driving, autonomous machines, as well as AI and machine vision in safety and security 

applications. Our custom-fit solutions enable our customers to turn their innovation projects into reality in the shortest 

possible time and with the highest quality. We support our customers in all phases of the product life cycle - from 

conception and system design to production and maintenance. 

As part of the Frequentis Group, Mission Embedded builds on more than 70 years of expertise and innovation in mission 

critical applications. 

For detailed information about Mission Embedded visit: www.mission-embedded.com.  

Lisa-Maria Eitler, Marketing, Mission Embedded GmbH 

sla@mission-embedded.com, +43 660 8833 935 

 

 

About Institute for Computer Technology (Vienna University of Technology) 

The Institute of Computer Technology (ICT-TUW) at the Faculty of Electrical Engineering and Information Technology at 

Vienna University of Technology focusses its research on embedded systems, systems on chip and software-intensive 

systems. The areas of embedded machine learning, sensor data analysis, safety and security, smart energy systems 

and requirements engineering represent important research activities, which are currently pursued in 30 externally 

funded projects with a total volume of about 1 million euros. 

With the bachelor’s program electrical engineering and information technology as well as the master’s program in 

embedded systems, the ICT also contributes significantly to education in the area of digital systems, microcomputers, 

software development and hardware design. Since its foundation in 1975 by Heinz Zemanek, the institute has received 

much recognition, research awards and teaching awards, and a number of successful companies have been founded by 

former ICT members. 

For detailed information about ICT visit: www.ict.tuwien.ac.at/. 

 

About FREQUENTIS 

Frequentis, headquartered in Vienna, is an international supplier of communication and information systems for control 
centres with safety-critical tasks. Such 'control centre solutions' are developed and marketed by Frequentis in the 
business sectors Air Traffic Management (civil and military air traffic control, air defence) and Public Safety & Transport 
(police, fire brigade, ambulance services, shipping, railways). As a global player, Frequentis operates a worldwide 
network of branches, subsidiaries, and local representatives in more than 50 countries. Products and solutions from 
Frequentis can be found in over 35,000 operator working positions and in approximately 150 countries. 

Founded in 1947, Frequentis considers itself to be the global market leader in voice communication systems for air traffic 
control with a market share of around 30%. In addition, the Frequentis Group's AIM (aeronautical information 
management) and AMHS (aeronautical message handling) systems, as well as GSM-R systems for Public Transport are 
industry leading global solutions. 

The shares of Frequentis AG are traded on the Vienna and Frankfurt Stock Exchange under the ticker symbol FQT 
(ISIN: ATFREQUENT09). In 2020, the Frequentis Group had about 1,900 employees worldwide and generated revenues 
of EUR 299.4 million and EBIT of EUR 26.8 million. 

For more information, please visit www.frequentis.com    

Vanessa Kollwig, Corporate Communications, Frequentis AG,  

vanessa.kollwig@frequentis.com, +43 (1) 81150 1462 
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