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Frequentis iSecCOM

Frequentis Network Enabled Service Suite
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> 	RED/BLACK security domains for voice and data

> 	Cost-Effectiveness

	 •	�Upgrade path from BLACK to RED/BLACK operator 
positions

	 •	�Scalability and modularity including growth potential 
for new/additional services

	 •	Use of COTS IT equipment

> 	�Leading human-machine-interface with intuitive and 
customised panel layout

> 	�Redundant and failsafe system architecture.
	 No single point of failure across the network

> 	Fully scalable solutions for all network applications

> 	�Extensive set of military features and functions. 
	 Some selected examples:

	 •	�Network-wide role and user management

	 •	�Loop conferences, chat room capability

	 •	�Integration of tactical radios (e.g. HQ I/II, SATURN) 

	 •	�Radio remote control of various radio types directly 
from the operator position

	 •	�Radio channel coupling and simultaneous radio 
		  access

	 •	�Real time voice and data recording

Highlights of the iSecCOM Solution



Frequentis iSecCOM provides the user with powerful and flexible operator positions that include advanced role/user/
mission management and a comprehensive set of features for TELEPHONE, INTERCOM, RADIO, RECORDING, DATA and 
CONFERENCE SERVICES. 

Frequentis iSecCOM carries unclassified AND classified information, ensuring RED/BLACK security domain separation 
through security components certified according to Common Criteria EAL4+. Frequentis iSecCOM has been 
specifically designed to meet the requirements for the handling of 
CLASSIFIED information up to and including the level of SECRET. 

Frequentis iSecCOM draws on standardised SOA protocols and 
interfaces to integrate tactical radios (e.g. HQ I/II and SATURN), 
crypto and other 3rd party components, such as COLLABORATION 
APPLICATIONS or SIP phones. Exceptional system and network 
resilience comes through IP path diversity, the dispersion of services 
over several locations and replication of these services within the network. 
This distribution of software capabilities ensures a highly robust network 
with no single point of failure and high availability to system operators.

Convergence at several levels & Interoperability

> 	��Frequentis iSecCOM provides a single coherent IP-network infrastructure using redundant and failsafe system 
	 architecture, thus voice and radio communication in addition to information services - e.g. Collaboration services 
	 and Common Operational Picture – can be shared.

> 	�Frequentis iSecCOM provides convergence at the networking level, resulting in more flexible network layouts 
	 and efficient use of space to suit multiple mission critical configurations e.g. deployable scenarios. 

> 	�Frequentis iSecCOM uses SOA layout and technologies to give the system a multi-service capability, thus enabling 
rapid scalability and resilience.

> 	�Frequentis iSecCOM strictly adheres to MILITARY and INDUSTRY standards – e.g. based on air traffic management 
specific supplements such as EUROCAE WG67’s specifications and other international communication standards 

	 such as SIP and RTP.

Frequentis iSecCOM Solution – Superior Mission Effectiveness

The Frequentis Network Enabled Service Suite provides a wide range of scalable building blocks that will fully support and exploit 
network-enabled capabilities. This is achieved using IP-based converged agile services in an open Service Oriented Architecture 
(SOA), at the highest level of interoperability. 

The Frequentis Network Enabled Service Suite provides solutions with a high degree of scalability, modularity and flexibility, 
hence they can be individually tailored to the customer’s concept of operation.

The Frequentis iSecCOM solution combines specific building blocks of the Network Enabled Service Suite. It is an iP-based 
Secure COMmunications solution intended for tactical and operational command & control networks.

Frequentis iSecCOM configurations 

>	deployable command posts, such as deployable CRC, 
	 force headquarters (FHQ) and tactical command posts 	                                                   
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> stationary command centres, such as control & 
	 reporting centres (CRC), combined air operations 
	 centres (CAOC) and joint operations headquarters                                                 


