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VOICE AND DATA RECORDING SOLUTIONS DIVOS3
FOR RAIL COMMUNICATION NETWORKS

Reliable and continuous documentation of voice and data exchange in a GSM-R network is an essential requirement

for all rail network operators. DIVOS 3 log is designed for safety-critical environments and guarantees unbroken
documentation of any given situation which is particularly important should an incident occur. The continuous recording
such as verbal/non-verbal control information, the
resulting decisions and operational instructions meets
the legal documentation requirements.

The DIVOS 3 log recording solution is optimised for
EIRENE-compliant rail communication networks.

Its functionality focuses on both train controllers and
mobile subscribers in a GSM-R environment.
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— RECORDING THE GSM-R WORLD — MONITORING of the complete recording chain with
DIVOS 3 log allows central recording of calls from immediate, flexible notification and error logging.
different sources. It can record both mobile-to-mobile Audit log for configuration changes and listened
calls via the Mobile Switching Center (MSC) and calls recordings traces all sensitive interaction with the
made through the dispatcher network via the Fixed system.

Terminal System FTS 3020.
— OPERATIONAL SECURITY at all levels guarantees

— GSM-R SPECIFIC DATA integrity, function security and protection against
DIVOS 3 log is able to document functional numbers, manipulation.
ISDN numbers, call priorities, call duration, data and
time. — VARIOUS STATISTICS are available as tabular reports

or in other formats suitable for further processing.
— SCALING AND REDUNDANCY
DIVOS 3 log is a fully-scalable solution, suited to both,
small systems or large centres, and can be imple-
mented in single or duplicated versions with the same
architecture and building practice.
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Fixed Terminal System
FTS 3020

Mobile Switching Center
MsC

THE DIVOS 3 log RECORDING SYSTEM CONSISTS OF
FOLLOWING COMPONENTS:

ISDN PRI interfaces connect to the FTS 3020 system
SS7 tapping or ISDN PRI interfaces connect to the
Mobile Switching Center

A storage server hosts the recorded call data as
WAV files and call related data in a SQL database.
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The Xpose™ client manages the retrieval, playback
and export of the stored data

Web based management tools for configuring

and monitoring

TCP/IP interface to FTS 3020 to retrieve MSISDN

to functional number relations

SYSTEM SAFETY AND SECURITY

OPERATIONAL SAFETY

AVAILABILITY AND SCALABILITY

DIVOS 3 log

Recording Server

% U
Webbased
Management

Xpose
Playback Client

4
Vo
\

— Continuous monitoring of all relevant components with — Standard system configuration supports from 64 up to 1000
active alarm management and optional notification simultaneous recording sessions
(SNMP, e-mail, dry contacts) Short and long term storage of recorded data on highly

— Hot-swap: all critical components are hot-swappable reliable storage media

— Active security level concept: data is protected against Configured for integration with an umbrella management

manipulation or deletion
- Integration into the existing user
administration of your network
- Microsoft©-based access control via specific authorisation
- Audit log noting configuration changes

R
R
R
R

centre via SNMP to monitor system availability
Supports different levels of system availability, from
single to fully-duplicated system configurations.
Proven and standardised IT components and operating
system form the basis for customised solutions.

and playback of recordings
TECHNICAL SPECIFICATION - SYSTEM INTERFACES

DATA ACCESS AND MANAGEMENT - E1(SDN, S57)

—> Flexible search functions for recorded data with special > VoIP (SIP, RTSP, RTP)

focus on GSM-R functional numbers
—> Selective archiving or export of sensitive recorded calls to —~ SNMP

external storage media -  E-Mail
—> Automatic deletion of recorded calls after pre-defined time

period SYSTEM COMPONENTS

- 19" recording database server (Windows Server 2008)

SECURITY

- 197 chassis for legacy (non IP) recording interfaces
— Any recorded audio data is validated with a fingerprint,
—> Client PC for playback, archiving, configuration and

monitoring (Windows 7)

- LAN Switch (optional)

which confirms that the data is original. Xpose™ verifies
the integrity of the data.

— Height of a single system with 150 channels:
5 height units

Technical specifications and requirements are correct at the time of going to press, but may change without prior notice as our products and services are continually updated. Frequentis has

endeavoured to ensure that the information in this document is, to the best of its knowledge, correct, but does not accept any liability whatsoever for any error or omission.
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